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ABSTRACT

We revisit the problem of concretely efficient secure computation of
sorting and selection (e.g., maximum, median, or top-k) on secret-
shared data, focusing on the case of security against a single semi-
honest party. Previous solutions either have a high communication
overhead or many rounds of interaction, even when allowing input-
independent preprocessing.

We propose a suite of 2-party and 3-party offline-online proto-
cols that exploit the efficient aggregation feature of function secret
sharing to minimize the online communication and rounds. In par-
ticular, most of our protocols are optimal in terms of both online
communication and online rounds up to small constant factors.

We compare the performance of our protocols with prior works
for different input parameters (number of items, bit length of items,
batch size) and system parameters (CPU cores, network) and obtain
up to 14X improvement in online run time for sorting and selection
under some settings.
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1 INTRODUCTION

Sorting a list of n numbers (potentially with associated payloads)
and selecting the k-th ranked element from such a list (e.g., maxi-
mum or median) are ubiquitous operations that serve as fundamen-
tal building blocks in numerous applications. In many of these use
cases, sorting or selection need to be performed on sensitive data.
This motivated a large body of work on efficient secure computation
protocols for these algorithmic problems (see Section 1.2 for a par-
tial survey). In the current work, we revisit this problem and present
a suite of new protocols, based on function secret sharing [16], that
offer unique efficiency features.

To enable a modular use of secure protocols as sub-protocols, it is
typically assumed that both the input and output are secret-shared
between two or more parties. Protocols are often divided into an
input-independent offline phase, which can be carried out before
the inputs are known, and an input-dependent online phase, which
is facilitated by the offline phase. Here we consider the simplest
setting for secure computation, in which security needs to hold
against any single semi-honest party.! We consider both 3-party
protocols and a useful special class of such protocols known as
(2+1) protocols, where one of the parties acts as a “dealer” that only
needs to send correlated randomness to the other two parties in
the offline phase. For consistency of our protocol descriptions, we
assume that the input is secret-shared between two of the parties
in both the 2 + 1 and the 3-party setting. Furthermore, motivated
by concrete efficiency, we restrict our attention to protocols that
only make use of symmetric cryptography.

Even in the above liberal setting, all previous protocols for sorting
or selection from the literature have an online phase which is far
from optimal with respect to either communication complexity or

"While our main focus is on the semi-honest security model, most of our protocols
can be enhanced to provide security against malicious parties, with a small overhead
to the online phase, by making use of homomorphic MACs as in the SPDZ line of
work [10, 23]. See the full version for more details.
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round complexity. For example, protocols based on the classical
garbled circuit (GC) technique [33] require only two online rounds,
but their online communication is bigger than the input size by a
security-parameter multiplicative factor (128 in practice). On the
other hand, protocols based on secret sharing, including specialized
protocols that mimic a radix-sort algorithm, have a high number of
online rounds that grows with the number of values n or their bit-
length ¢. To give a concrete example, the online round complexity
of a state-of-the-art protocol of Asharov et al. [7] is bigger than 10¢;
while this is reasonable when running over a fast local network,
it may lead to an unacceptably high latency when the parties are
physically far from each other.

1.1 Overview of results and techniques

Motivated by the above limitation of previous techniques, in this
work we explore a new approach that simultaneously offers near-
optimal online communication and rounds (up to small multiplica-
tive constants), with a moderate computational overhead. This gives
rise to new protocols with unique efficiency features for sorting,
selection, top-k, sorted top-k, and more. Our technical approach
employs a novel combination of cryptographic and algorithmic
techniques that can be instantiated in several ways. This yields a
variety of protocols that offer different trade-offs between concrete
round complexity, communication, and computation.

Protocol Abstraction. We divide the cleartext sorting (or selection)
algorithms into two phases - ranking and routing. In the ranking
phase, the rank of each element (namely, the number of smaller ele-
ments) is computed. In the routing phase, the inputs are re-ordered
according to their rank (in the case of sorting) or the element(s)
with the specific rank(s) are selected (in the case of selection). We
then propose two distinct approaches to securely realize each phase,
resulting in 4 different protocols summarized in Table 1.

1.1.1  Cryptographic Protocols with minimal rounds. We heavily
leverage recent techniques for function secret sharing (FSS) [16],
a lightweight tool for splitting simple but useful types of func-
tions into succinct function shares. These function shares can be
locally evaluated on any given input and produce linear shares of
the function output. Linearity of the output shares enables suc-
cinct aggregation, a key feature of FSS that we exploit in our work:
one can locally perform many (different) FSS evaluations on a set
of inputs and then add up different subsets of the secret-shared
outputs without any communication, except when reconstructing
the aggregated outputs. In some cases, we will rely on FSS with
redundant output shares that enable multiplication of secret-shared
outputs before performing aggregation. It is important to note that
even though some protocols require a super-linear (in the number
of inputs n) number of local FSS evaluations, the communication
required only depends on number of aggregated outputs that can
be much smaller, e.g., linear (in n).

FSS-based Ranking. Distributed comparison function (DCF) [14,
17] is a special type of FSS scheme that supports comparison of
secret-shared values. Combining the succinct aggregation feature
of FSS with the secure comparison functionality provided by DCFs
enables non-interactive and succinct secure computation of a secret-

shared ranking of input values as follows: We use () instances of
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DCF to compare all input pairs with each other in parallel, and
separately aggregate the comparison results for each input entry
(Section 3.1). We denote this protocol by (g)—CmpAgg. This ap-
proach can also be used to compute stable ranking, which break
ties between identical values according to the order in which they
appear in the input. For ranking n secret-shared inputs of bit-length
¢ in the 2 + 1 party setting, this approach requires an online com-
munication cost of 2n¢ bits, 1 online round, online computation
cost equivalent to n?¢ calls to a length-doubling PRG, and an offline
communication of ~ An?¢ bits, where 1 is the PRG seed length.

Our second protocol for secure ranking, denoted by mult-DPF
(Section 3.2), relies on a recently introduced multiplicative variant of
another instance of FSS called distributed point function (DPF) that
supports non-interactive computation of degree-2 polynomials on
the output shares [1, 19]. The advantage of this ranking technique
is that its offline communication and online computational cost
scale linearly (rather than quadratically) with n, without requiring
additional interaction. The downside is that its online computa-
tional cost scales exponentially with the bit-length ¢ of the ranked
values, and is therefore only practical when these values come from
a small domain (but may have arbitrarily large associated payloads).
Moreover, sorting in this small-domain regime can be efficiently
bootstrapped into sorting in the large-domain regime via a radix
sort approach [7]. Finally, another downside of this approach is
the need for a third online party, making it unsuitable for the 2+1
setting. For ranking n secret-shared inputs of bit-length ¢ in the
3-party setting, this approach requires an online communication
of 4n¢ bits, 1 online round, online computation cost equivalent to
3nL calls to a length-doubling PRG, where L = 2¢, and an offline
communication of ~ 36An¢ bits.

FSS-based Routing. Following the ranking step, where we com-
pute the secret-shared rank of each input entry, we need to perform
a secure routing step where the secret inputs are reordered accord-
ing to their rank (for sorting) or the input with required rank is
copied to the output (for selection). This should be done while
hiding the ranks of individual inputs and the routing pattern. A
traditional approach for achieving this is by invoking a secret-shared
shuffle [21] subprotocol, which applies a random secret permuta-
tion to the secret-shared inputs even before the ranking phase. If this
is done, it is safe to reveal the (stable) ranks of the shuffled inputs.
Given the ranks, the routing is trivial and can be done in the clear
(for secret-shared values). We present this approach in Section 4.1.
Additionally, we present an alternative new method of DPF-based
routing, which improves over the online round complexity of the
above shuffle-based approach, in Section 4.2. When combined with
a 1-round ranking approach described earlier, the shuffling and DPF
based routing approaches lead to a sorting/selection protocol with
3 and 2 online rounds respectively.

Secure Sorting and Selection. The costs of four sorting and
selection protocols obtained by combining our two ranking ((3)-
CmpAgg and mult-DPF) and two routing techniques (Shuffle and
DPF) are summarized in Table 1. We compare these with the clas-
sical approach of using a garbled circuit (GC) in offline-online
paradigm, which has similar online round complexity but a much
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Protocol Parties Online Offline Ref
ID  Routing  Ranking Communication Rounds Computation (PRG calls) Communication (bits)
(bits)
Garbled circuit 2+1 > Ant 2 > %nt’ log2 n > 1.5Anf log2 n [8,29,31]
T~ Shuffle  (§)-CmpAgg | 2+1 |4nf+2nlogn 3 n2¢ | anFe T Thm. 4.1 |
I Shuffle mult-DPF 3 8nf +4nlogn 3 3nL 36Ant Thm. 4.1
full ver.
I  DPF (5)-CmpAgg | 2+1 | 4nf+2nlogn 2 n2e An?e Thm. 4.2
3nL +nlogn : selection
IV DPF mult-DPF 3 8nf +4nlogn 2 ) ] 36Ant + 2Anlogn Thm. 4.2
{SnL +2n°¢/A : sorting full ver.
|~ FSSgate | « o) |nm¢e 1 Bartier | Barrier |- Thm. 4.3 |

Table 1: Summary of protocols for secure sorting and selection minimizing online rounds. The protocols map an additive
secret-sharing of n inputs from [L], with bit-length ¢ = [log, L], to an additive secret-sharing of either n outputs (for sorting)
or one output (for selection). The sharing is over a group G = Z;. The protocols are secure against a semi-honest adversary
corrupting a single party. The first row refers to the baseline of using garbled circuits, the last row refers to a barrier for
obtaining efficient protocols with a single online round, and all other rows refer to our new FSS-based protocols. The “Routing”
and “Ranking” columns refer to different technical approaches taken by our protocols. In the “Parties” column, 2 + 1 refers
to 2-party protocols that use offline correlated randomness provided by the dealer party (the dealer can be eliminated at an
additional cost). The online (resp., offline) columns refers to total costs across all parties after (resp., before) inputs are known.
In the 2 + 1 case, offline communication refers to correlated randomness from the dealer party. All the entries refer to both
selection and sorting except where indicated otherwise. We report computation cost as number of calls to a length-doubling
PRG with a A-bit seed. A call in which only half of the PRG output is used is counted as % call (as this is true for AES-based
PRG). Also, for Garbled Circuit, we count an invocation of a Random Oracle (RO) as half a PRG call. When using a standard
AES-based PRG, the number of (fixed-key) AES calls needed is twice the number of calls to length doubling PRG. All costs
ignore low-order additive terms and assume logn < A. All protocols can handle an extra payload of p bits, with a typical cost
comparable to or better than replacing ¢ by (£ + p). See the full version for details.

higher online communication cost?. Each of the new protocols in that its offline cost scales linearly with n. In the case of selection,
the table has some competitive advantages over all other protocols its online computation also scales linearly with n. On the downside,
(including prior ones) in some setting of parameters. it only applies in the 3-party setting, compared to the 2 + 1 setting
Protocol I is attractive when sorting or selecting from a small of Protocol III, and its online communication is slightly higher.
number of items (say, n < 50), especially when performing a batch
of many such small sorting tasks. This may arise in many applica- 1.1.2 A Barrier. The best online round complexity achieved by our
tions, ranging from computing MaxPool in DNNSs to sorting the protocols is 2 rounds. We complement this by providing evidence
results of a private search or a random sample of database entries against the possibility of efficient protocols for secure sorting or
that satisfy a given criteria. We also show how to improve upon the selection with a single online round. We show a barrier by relating
quadratic scaling with n by allowing a higher (constant) number sorting/selection to a well-known open problem about FSS for
of rounds (Section 5). For instance, in case of sorting, online com- conjunctions. This suggests that our 2-round solutions may be the
putation can be reduced to O(n™*1/7) if we allow for 2r + 1 online best one could hope for without using either stronger cryptographic
rounds. In case of selection, online computation can be reduced to assumptions (such as LWE [24]), exponential preprocessing (via
O(n) if we allow for 9 online rounds. Protocol II is attractive when one-time truth tables [22, 28]), or a large number of parties [9].

sorting values from a small domain size L (say, £ = log L < 15). This
is directly motivated by many applications (e.g., sorting database
records by height or age) and can be used as a building block for
generalized radix sort [7].

Protocols III and IV use DPF-based routing and reduce the round
complexity attained with Shuffle-based routing in Protocols I and II
from 3 to 2. However, the DPF-based routing internally makes use of
a multiplicative masking technique, which limits its applicability to
secret sharing over fields (as opposed to shuffle based routing which
can work over groups). Protocol IV has an additional advantage

1.1.3  Reducing Computation via Compare-aggregate algorithms.
We explore the benefits of relaxing the requirement of minimal
rounds to a higher constant rounds for reducing the online com-
putation (and offline communication) of comparison-based secure
sorting/selection protocols from quadratic (in n) to sub-quadratic by
building on the succinct aggregation feature of FSS. For this, we use
an adaptation of a comparison-based sorting and selection model
due to Valiant to optimize the computational cost of DCF-based
ranking, (;)-CmpAgg. In Valiant’s model, an algorithm proceeds
in rounds, where each round selects pairs of elements that should
2Using oblivious transfer, the GC-based protocol can be implemented in the plain two- be compared. The decision regarding which elements should be
party setting (without a dealer) with similar costs. This is also the case for our protocols Compared in each round can depend on the results of comparisons
in the small-domain case, where one can use concretely efficient distributed FSS key . . . . s . .
in previous rounds. This makes Valiant’s model strictly more lib-

generation protocols [25]. For our large-domain protocols, the cost of distributing the
dealer is substantially higher, and we leave optimizing it to future work. eral than the traditional comparison network model [2], giving
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rise to significantly simpler algorithms with better concrete effi-
ciency [3, 13, 18].

To exploit the succinct aggregation feature of DCFs, we need to
modify Valiant’s model into what we call the “compare-aggregate”
model. Here we represent the comparisons made in each round by
a graph, where only the rank of each node relative to its neighbors
in the graph is made public and can be used in the next rounds.
(To avoid information leakage about the relative ranking of the
original inputs, the protocols we obtain from compare-aggregate
algorithms need to start with a secure shuffle.) Intuitively, when
using a graph H to specify the pairs of DCF-based comparisons, the
number of edges in H corresponds to offline communication and
online computation, and the number of nodes with nonzero degree
corresponds to online communication. We observe that many (but
not all) existing sorting and selection algorithms in Valiant’s model
can be naturally adapted to our more restrictive compare-aggregate
model. We further note that unlike the previous case, where we
aimed to minimize the number of online rounds (Table 1), there
is a big difference in complexity of sorting and selection. Indeed,
while sorting inherently requires a total of Q(nlogn) comparisons,
selection can be done with O(n) comparisons even when insisting
on a constant number of rounds.

Using this compare-aggregate adaptation of known algorithms,
we can reduce the quadratic computational cost of the comparison-
based secure sorting/selection protocols (Protocol I and III from
Table 1) at the price of requiring a higher (but still constant) number
of rounds. See the full version for a summary. For instance, the
comparison based secure sorting Protocol I (resp. selection Protocol
I0I) from Table 1 requires n?¢ PRG calls in the online phase and an
online communication of 4nf+2nlog n over 3 (resp. 2) online rounds.
On the other hand, by leveraging compare-aggregate algorithms, we
provide a sorting protocol that requires 2rnt*1/7¢ PRG calls in the
online phase and communicates 2nf(r+1)+2rnlog n bits over 2r+1
rounds, for any constant r. We also provide a protocol for computing
maximum (resp. median) that requires 2nf (resp. ~ 15.6nf) length-
doubling PRG calls and 4nf + 2nlog n (resp. 6nf + 4nlog n) bits over
9 rounds (details in the full version)

1.2 Related work

As mentioned earlier, this work considers standard 3-party proto-
cols and a useful special class of such protocols known as (2+1)
protocols, where one of the parties acts as a “dealer” that only needs
to send correlated randomness to the other two parties in the of-
fline phase and then remains completely silent during the online
phase. While there are quite a few prior works on secure sorting
(see [5,7, 11, 34] and references therein), with varying tradeoffs, no
prior work achieves asymptotically optimal online rounds (i.e. con-
stant rounds) and online communication (i.e. linear in input size)
simultaneously even in the more liberal 3-party model. Hence, for
our baseline, the most relevant and competitive approach from the
literature is the classic Garbled Circuit solution 3 which achieves

3For fair comparison, we consider the implementation of Garbled circuit solution in a
(2+1) party setting where the “dealer” party locally generates and sends the garbled
circuit along with labels to the other two parties during the offline phase (see the
full version for details). For the offline cost, we only consider concretely efficient
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,_[ Functionality: Fsort

]
| \

Public Parameters: Number of elements n, input domain size L,
abelian group G where |G| > L, linear ordering <: G x G —
{0, 1} where the L smallest elements in G are denoted by [L] =
{0,...,L — 1}, payload group H.

Inputs: Party P holds x;, € G", y,, € H", for b € {0,1} s.t.
Xo +X1 € [L] n

(1) Reconstruct x = x¢ +x3 and y = yo +y1.

(2) Sort x,y, using x as the keys and y as the corresponding
payloads, to obtain u, v.

(3) Sample up < G" and vy < H". Setu; := u —ug and vy :
VvV — Vp.

Outputs: Party Py, receives uy, vy, for b € {0,1}.

Figure 1: Ideal functionality for sorting with payload as the
optional parameter highlighted in blue.

optimal online rounds (exactly 2) with suboptimal online commu-
nication (i.e. input size times a computational security parameter)
in the (2+1) party setting. We note that [34] proposes constant
online round sorting protocols based on counting/bead sort and
all-pairwise comparison. However, the limitation of counting/bead
sort approach is that it doesn’t extend to payloads (whereas all our
protocols and baselines do) and the online communication scales
exponentially with the bit-length ¢. The limitation of all-pairwise
comparison based approach is that the online communication scales
quadratically with the the number of items n. As another baseline,
we compare with [7] which performs 3 party radix sort with close
to asymptotically optimal online communication (quasilinear in
the input size) but a high number of rounds (linear in the length
parameter ¢). Other alternative approaches, such as those based
on oblivious version of quicksort [5, 27] and GMW style batcher
sort [8], neither have the constant online round feature of the Gar-
bled Circuit solution nor the low communication feature of the
secure radix sort protocol [7]. Hence, we restrict our comparison
to the Garbled Circuit approach and secure radix sort approach [7]
as their costs metrics represent the state of the art in online rounds
or online communication for secure sorting and selection.

2 PRELIMINARIES

Let G be a well-ordered Abelian group with efficient comparison.
We use [n] to denote the set of integers {1, . .., n}. We use lowercase
letter x to denote elements in G and bold letter x to denote a vector
of elements in G. We use 7 : [n] — [n] to denote a permutation on
[n]. We use A to denote a concrete computational security parameter
(typically A = 128 in practice) that serves as the length of a seed for
a pseudorandom generator (PRG). We use [x] and (x) to denote
the additive and replicated sharing respectively of private x.

2.1 Problem description and security model

solutions specifically Batcher sorting circuit [8], excluding ones based on the AKS
sorting network [2].
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,_[ Functionality: Feeject }

Public Parameters: Number of elements n, input domain size L,
ordered Abelian group G where [L] C G, rank k € [n], payload
group H.

Inputs: Party Py (for b € {0,1}) holds x;, € G", y};, € H", s.t.
X0 +X1 € [L]n

(1) Reconstruct x = x¢ + X1 and y = yo + y1 shares over G.
(2) Let u be the rank-k element in x, and o be its payload.
(3) Sample 1y < G and vy « H. Set u; := u—up and v; := v — .

Outputs: Party Py, receives up, vp, for b € {0,1}.

Figure 2: Ideal functionality for selection with payload as the
optional parameter highlighted in blue.

Consider a vector a = (ag, . .., an—1) of n (secret-shared) items,
where each item is a; € [L] € G. Given this, we have the following
two problems of interest:

e Sorting: In this problem, the task is to output a new vector of n
secret shared items, denoted by d = (do, . ..,dn—1), where d is
the sorted version of a. (Fsort in Figure 1).

o k™ order statistic: In this problem, we are only interested in
computing a single secret shared item d, where d is the k
smallest value in a, for k € [n]. (Fselect in Figure 2).

In this work, we are interested in minimizing the asymptotic and
concrete complexity of secure protocols for the above problems that
only make use of symmetric cryptography. We will largely focus on
input group G = Zp/ for some L’ > L with some generalizations.

We prove the computational security of our protocols against
static, semi-honest adversaries corrupting a single party. Intuitively,
semi-honest means that the adversary follows the protocol descrip-
tion faithfully but attempts to learn additional information. See,
e.g., [15, 20] for the standard security definition.

(2+1) and 3 party models. We provide protocols in the (2+1)-
party and 3-party settings with a single corruption. The 2+1 setting
corresponds to standard 2-party computation given access to cor-
related randomness from some distribution P, formalized by the
Fp-hybrid model for the ideal functionality which samples and
outputs from D. The functionality ¢ can be securely instantiated
either directly by a trusted dealer (which may be viewed as a semi-
honest-corrupted third party) or via a secure 2-party computation
protocol. We will present protocols in this fashion between two
online parties Py, P; and the “offline” party Py (which will sometime
be referred to as the dealer party).

In the case of 3-party protocols, the above functionalities Fsort,
Fselect are extended directly, where just the first two parties provide
inputs and receive outputs while the third party is an input-less
party that acts as a “helper” party to aid the secure computation
during the online phase. Note that this can be modified to a setting
where all 3 parties have inputs and outputs with low overhead by
simply having the helper party secret-share its input between the
other parties in an initial round.

3027
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2.2 Function secret sharing

We follow the definition of function secret sharing (FSS) from [17].
A (2-party) FSS scheme for a function family F is a pair of efficient
algorithms (Gen, Eval) with the following syntax:

. Gen(l’l,f) is a key generation algorithm that given 1% and de-
scription of a function f outputs a pair of keys (ko, k1). We as-
sume that f explicitly contains descriptions of input and output
groups Gin, Gout-

e Eval(i, k;, x) is an evaluation algorithm that given party index
i € {0,1}, key k;, and x € Gj, outputs a group element y; € Goyt.

Correctness of the FSS scheme requires that for every f € ¥ and
input x € Gj, in the domain of f the corresponding evaluated
output shares satisfy yo + y1 = f(x). Security requires that a single
key k; reveals no information beyond a specified leakage Leak(f).
Unless otherwise stated, we assume Leak(f) = (Gjn, Gout); ie., a
single key reveals just the input and output domains of the function.

DPF and DCF. We make use of two particularly useful special
cases of FSS: Distributed Point Functions (DPF), and Distributed
Comparison Functions (DCF).

DPFs correspond to FSS for the class of point functions, f; g for
which f, g(a) = fand fo g(x) = 0 € Goyt for all x # a € Gjp.
DPFs can be achieved from length-doubling PRGs, with key size
roughly Ak +m for k = [log |Gi,|] and m = [log |Gout|], and where
Eval invokes the PRG (k + log[m/A]) times [17].

DCFs are FSS for the class of comparison functions f; Ik {0,1}k >

Gout, for which £, (x) = pforx < a € {0,1}* and 0 for x >

a (where ordering on {0, 1}¥ is given by integer interpretation).
DCFs can be achieved from length-quadrupling PRGs with key
size roughly k(A + m) bits where Eval invokes the PRG roughly
klog[m/A] times [14]. We defer discussion of exact concrete costs
to the full version.

Multiplicative DPF. A natural variant of DPF, considered in [1,
19], is (N, t)-multiplicative DPF, where Goyt is the additive group
of a commutative ring R, and the outputs of Eval on x are an (N, t)-
multiplicative secret sharing of the desired point function f; g(x).
That is, any t FSS shares reveal no information on f, s beyond
Leak(fy, g), and a polynomial of degree [N/t] can be computed on
the secret by just executing local computation on the shares.

A construction of (3, 1)-mult-DPF from length-doubling PRGs
was given in [1], with per-party key size roughly 2(kA+[3 log |R|/2A1)
bits. The Eval algorithm invokes the PRG roughly k + [3log |R|/2A]
times. For any input x, the resulting output shares are replicated
secret shares of f, s(x): each party i € [3] receives two shares
(@i = (2i,Zi41 (mod 3)) for which z == 20 + z1 + 22 = fp p(x)
(see the full version). We denote such replicated sharing of value
z as (z). Given shares (z), (w) of values z, w, one can locally con-
vert to additive shares of the product zw at low cost, denoted by
LocalMult({z);, {w);) = [zw]; (see, e.g., [19]). We defer the details
of distributed key generation procedure of (3, 1)-mult-DPF to the
full version.

For each FSS scheme fss € {DPF, DCF, multDPF} over input
group Gj, and output group Goyt, we will use the notations fss.KeySize
[Gin, Gout], fss.DistGen|[Gin, Gout ], fss.Eval[Gin, Gout ], fss.FullEval
[Gin, Gout] to abstract away the per party costs of key size (in bits),
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communication cost of distributed key generation protocol (in bits),
computation cost of Eval and full domain evaluation (in terms of
length doubling PRG calls) respectively.

2.3 FSS gates

Boyle et al. [15] provided general-purpose transformations for ob-
taining efficient secure computation protocols in the preprocessing
model via FSS schemes for corresponding function families.

Definition 2.1 (Offset function family & FSS gates). Let G = {g:
Gin — Gout} be a computation gate, parameterized by input and
output groups Gin, Goyt (and possibly additional values param).
The family of offset functions GofGis given by

93Gin — Gout € G,

, where
Tin € Gin }

é = {g['i”] : Gin — Gout
1) = g(x = rin),
and g[ri"] contains an explicit description of rj,.

An FSS gate for G denotes an FSS scheme for the corresponding
offset family G, with Leak(g) = (Gin, Gout, param).

g[rin

As shown in [15], an FSS gate for computation gate G implies
an “online-optimal” protocol for converting a masked input x to a
masked output g(x) for g € G. Concretely, the online phase consists
of one round in which each party sends a message of length |g(x)|.
Alternatively, we can have a similar one-round protocol converting
additively shared input to additively shared output, where here the
message length is |x|. The offline storage corresponds to the FSS key
size produced by Gen, and the online compute time corresponds to
the computational cost of Eval.

We will make use of the FSS gate for unsigned integer compari-
son UCMP (from [14]). This function g,cmp(x, y) from the family
Gucmp parameterized by input group Zyx X Zn and output group
Zn where the groups have a total ordering defined on them. It
takes as input (x,y) € ZN X Zn, where |x — y| < N/2, and out-
puts 1 € Zy if x > y and 0 otherwise. (In the case |x — y| >
N/2, no promise is made.) This gate can be computed with a key
size 1 - DCF.keysize[Zy, Zy] + 2n bits, and with evaluation cost
1- DCF.Eval[Zy, Zn].

2.4 Secure shuffle

Some of our protocols will make use of a secure protocol for ran-
domly shuffling the list of secret-shared elements. We will work
with a slight variant of the usual shuffling functionality where, in-
stead of outputting just a secret-shared shuffled list, it also outputs
a public masked shuffled list to all online parties. More precisely,
given a list of inputs x = (x1,...,xy), the secure shuffling func-
tionality additionally outputs 7(x) + r to all parties where 7 is a
permutation and r = (ry, ..
unknown to any single party. Since we construct (2 + 1) and 3
party protocols in this paper, we will use two versions of the func-
tionality. In the full version, we provide the formal descriptions of
these functionalities along with a concrete protocol instantiation
which is adapted from prior works [21]. The rationale behind this
modification to the usual shuffling functionality is that we can use
the public masked shuffled array 7 (x) + r as inputs to different
types of FSS gates without additional communication where the

., rp) is set of n random private masks
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FSS gates have r as the secret parameter. This will become clearer
later in Section 4.1.

3 FSS GATES FOR RANKING

Given a set of n distinct elements, x1, . . ., X, the rank of an element
x; is simply the number of elements {x;}je[n] jzi St Xj < xi.
In this sense, the maximum element has rank n — 1 whereas the
minimum element has rank 0. When elements are not necessarily
distinct, we need to consider the notion of stable rank. Given an
ordered set S = (x1,...,Xn), the stable rank of an element x; is the
number of elements {x;} je[n) jzi St Xj < x; plus the number of
elements {x;} j<ix;=x;- From now on, we let Rank(x;) denote the
stable rank of x; among an ordered set of elements.

Mirroring the notation of Fsort, Fselects We define

GRank = {gRank,n G — Gf)’ut} , where
gRank,n(xl, ..., xn) = (Rank(x1),...,Rank(xy)),

to be the family of ranking functions parametrized by n, L, Gj,, Gout,
where: number n of elements to be ranked, input domain size L,
input group Gj, with [L] € Gjy, in which input elements are rep-
resented, and output group Goyut where ranks are represented. We
assume that both Gj,, and G, are endowed with an (efficiently
computable) total order, and |Goyt| > n. Our default choice of Gjy,
and Gyt in this work would be Zy and Z,, respectively.

We next proceed to construct FSS gates for Gr,nk. In Section 3.1,
we demonstrate a 2-party construction with key size scaling quadrat-
ically in n. In Section 3.2, we show in the 3-party setting (with
security against 1 party) how to leverage computation linear in the
domain size to achieve key size linear in n.

3.1 Secure ranking via DCF

A natural way to compute the rank of an ordered set of n elements
is by simply performing all pairwise comparisons. In the context of
secure computation, this would involve running a secure compari-
son protocol between every pair of elements which would typically
lead to O(n?) elements of online communication over multiple
rounds [11]. Our simple yet powerful observation is that this cost
can be reduced to a single online round and O(n) elements of online
communication using DCFs.

Main idea. In a bit more detail, given shares of inputs (x1, ..., xn)
and shares of (ry, ..., r,), where each r; is a random mask sampled
during preprocessing, parties publicly reveal (x7,...,x;) where
x| = x; + r;. This requires a single round and n elements of com-
munication per party. Each such x] can be thought of as a masked
version of the corresponding x;. Then, using O(n?) preprocessed
DCFs containing r; —r; as the secret parameter forall 1 < i < j < n,
parties can locally compute an additive sharing of all the O(n?)
pairwise comparison results. Moreover, since Rank(x;) is a simple
linear combination of the results of comparisons in which x; is
involved, parties can locally aggregate the shares of comparison
results in order to produce the shares of ranks of each item x;.
Formalization. We formalize the above idea by defining a special
kind of gate called compare-aggregate gate denoted by Gempagg-
Intuitively, this gate will perform pairwise comparisons among
elements and then aggregate the results. To make this idea more
general, instead of restricting to all pairwise comparisons among n
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,_[ FSS gate: Compare Aggregate }

CmpA,;
Genmr?[s=g(g[m]’E) (1A’ Tin=(r,...,7n)):
(1) Foralle = (i,j) € E: (k& kE) « Gend™MP (14, r,r;)

(2) Output (Ko, K1) where Kp, = {k} }ecE

CmpAgg
nH=([n].E) (b,Kp, x1, . ...

(1) Parse Kp, as {kj }ecE

(2) Ve=(i,j) € E : [gt°] « Evali™P (b, k¢, x;, x;)

() For all i € [n] : [z:] = Xe—(inee([1] - [gt]) +
Ye=(i,j)cEl8te]-

(4) Output ([z1], - .-, [zn])-

Eval

,xn):

Figure 3: FSS gate for Gcmpagg; b refers to party id.

elements, we allow any arbitrary subset of ('21) possible comparisons
to be specified as a parameter to the gate. Such a subset would
be represented using an undirected graph H on the node set [n].
While the complete graph (clique), which represents all pairwise
comparisons, captures the most natural use-case that we outlined
above, we will see in Section 5 how other useful types of graphs
can be leveraged in non-trivial ways to reduce some cost metrics.
We are now ready to formally define our gate Gempagg- It is a
— G, parameterized by a

value m € Z*, an undirected graph H = (V, E), where V = [m] and

. . ~m
family of functions gcmpagg,m,1 : G

EcC ([';J), input group Gj, and output group Goyt. We assume that
both G, and Gyt are endowed with a total order and |Goyt| = m.
Also, without loss of generality, we assume that i < j for every
(i, j) € E. The function gcmpagg,m, 1 is defined as follows.

ngpAgg(xls o Xm) = (21, Zm)

where z; = ‘{xﬂ(j, iye Eor (i,j) € E xj < xi}

+|e1G € By =)

Intuitively, z; captures the number of neighbours of x;, w.r.t
the index graph H, which are smaller than x; plus those which
are equal to x; and also have index less than i (in the expression
above, we don’t need to explicitly enforce this because we have
assumed that for every (i, j) € E, we have i < j). This definition
bears similarity with the notion of stable rank that we defined
earlier. Indeed, when H is a clique on m nodes, then gcmpagg,mH
is identical to the ranking function ggrank m- In Figure 3, we provide
the construction of a FSS gate for Gcmpagg Which leverages the FSS
gate for u~CMP (Section 2.3) for performing comparison checks.

LemMA 3.1. There exists a two-party FSS gate for Gempagg (Fig. 3)
for parameters m € Z*,H = ([m)],E),Gi, = Zy/, Gout = Zny (for
L’ € Z* and m’ > m), with key size |E| - (DCF .keysize[Zp/, Zpy ] +
[log |Gout|1) and eval cost |E| - DCF.Eval|Zy/, Zpy].

PRrROOF SKETCH. Security of the construction follows by the se-
curity of the underlying FSS gate for uCMP. Namely, one can use
the simulator for the FSS scheme for uCMP to simulate the key
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,_[ FSS gate: Multiplicative DPF ranking ]—

GenMUItDPFRank (1A 4= (1. 1p)):
(1) Set ¢’ =[log, |Gin|] and L’ = 2t
(2) Fori € [n]: (ki ki, ki) « Gen’;}“]tDPF(l’l, Bitwise(—r;))
(3) Output (Ko, K1, Kz) where K = {k }ic[n]-

[tDPFRank
(A A (b, Kp, ,Xn):

Eva
(1) Parse Kp, as {kl';}ie[n].

(2) Foralli € [n], (u]) := FullEval*OPF (14 ki),

(3) Set permutation map r; {0,1}"' — {0,1}[’ where
7 (Bitwise(g)) = Bitwise(g + x;) for all g € G and 7;(j) = j
otherwise.

(4) Foralli € [n], (w;) = m; ((u])).

(5) Compute (v) :=(ug)+...+ (up).

(6) Compute (w) where (w;) = (v;) + ...+ (v,) fori € [n].
(7) Foralli € [n], compute (yi) = (u1) +...+ (ui-1)

(8) Foralli € [n], compute [z;] := [n] — ({yi) — (W)) - {w).
(9) Output ([z1],--.,[za])-

X1yen-

Figure 4: FSS gate for ranking using multiplicative DPF, b
refers to party id.

for the FSS scheme for Gempagg for the corrupt party. Moreover,
correctness follows from the correctness of the FSS scheme for
the underlying uCMP gate together with the fact that it outputs
additive shares of 0 or 1 over Zp, which can be linearly combined
to compute additive shares of the output of gcmpagg function. O

The following corollary is an immediate consequence of Lemma 3.1
by taking the graph H to be the clique on n nodes. The gate class
Gcmpagg for such a graph will be denoted by (5)-CmpAgg.

COROLLARY 3.1.1. There exists a two-party FSS gate for Grank for
parameters (n, L, Gin = Z/,Goyt = Zy) for L’ > 2L and with key
size () - DCF.keysize[Zys, Zy] and eval cost () - DCF.Eval[Zp/, Zy].

3.2 Secure ranking via multiplicative DPF

In the previous section, we developed an approach for ranking via
pairwise comparisons. As pointed out in Corollary 3.1.1, a drawback
of the previous comparison based approach for ranking is that it
requires key size and computational cost proportional to O(n?)
which makes it favorable only for small values of n. In this section,
we will design an alternative technique, hereafter referred to as
mult-DPF ranking, that will reduce the cost to O(n). This comes at
the expense of making the computation scale linearly (rather than
logarithmically) with the input domain size L = 2¢, rendering it
practical only for small values of £ (e.g. £ < 20 bits). This caveat can
be avoided by using mult-DPF ranking as a subroutine inside radix
sort for sorting each digit/radix where the radix domain is small*.
Main idea. Suppose parties want to rank n distinct items, (xi, ...,
xn), where each x; € D = [0, L) is additively shared. Then, given
4Specifically, mult-DPF ranking can replace Protocol 4.1 in [7] (SOTA on 3-party radix
sort) with the advantage that it can handle digits of bit length k > 1. This reduces the

total rounds of [7] by a factor of k while avoiding the exponential (in k) communication
overhead of the previous protocol.
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n random DPF keys, ki, ..., kp, on domain D (generated during
the offline phase), the parties can convert each secret-shared x;
into a secret-sharing of the characteristic vector representation
u; of length L i.e. uj is a vector containing 1 at location x; and 0
elsewhere. Now, if we add the unit-vectors uy, ..., u, entry-wise,
we get a histogram of the items (xi,...,x,) over the domain D.
Let this aggregated vector be v =uj + ...+ up. Now if we perform
a postfix sum over v and let the resulting vector be w, then the
observation is that the k™ co-ordinate of w represents the number
of items? that are > k. Hence, we get the following relationship:

Rank(xj) =n—-uj-w,

where - is an inner product.

Our next observation is that most of the aforementioned opera-
tions on unit-vectors, including entry-wise additions and postfix
summation, can be securely and non-interactively performed by
parties given entry-wise sharing of each u; for the simple reason
that these operations are linear. However, towards the end, par-
ties need to securely perform an inner product operation which is
non-linear. Here, we leverage the power of a new tool called mul-
tiplicative DPF (Section 2.2) which, as the name suggests, enables
us to perform multiplication. More precisely, the outputs of such
a DPF is shared in the form of a linear secret sharing scheme that
enables a single multiplication operation non-interactively (besides
the usual linear operations)®.

Lastly, we note that the case of non-distinct elements in the
input (x1, ..., xp) can be handled using a slight modification. Let
Vi= 2 j;% u;. Then yj - uj denotes the number of elements x; where
X = x; and k < i. Hence, the stable rank of x; will be captured by
the following equation.

Rank(x;) =n—(yi—w) - uj
We thus obtain the following construction of FSS gates for Grank

in the 3-party setting based on multiplicative DPFs, described in
full in Fig. 4.

LEMMA 3.2. There exists a 3-party FSS gate for Grank (Fig. 4) for
parameters (n, L, Gin, Gout = Zp) with [L] C Gi, (where Gi, has
efficiently computable total ordering and an efficient bitwise repre-
sentation Bitwise : Gy, — {0, 1}11081Cinl1) yith:

o key size n - multDPF.keysize[{0, 1}log1Ginl1 7,1,
e eval cost n - multDPF.FullEval[{0, 1}/1°g1Ginl1 7, 1.

4 MINIMIZING ONLINE ROUNDS

As we claimed in the introduction, a dividing line between our
work and all of the prior works is that we achieve asymptotically
optimal online rounds and communication. In this section, we will
push that to the extreme and design secure sorting and selection
protocols having just 2 or 3 online rounds with (per-party) online
communication just twice the input size. A summary of the cost
tradeoffs between our approaches was presented in the introduction
(Table 1) and this section will dive into the details.

SThis approach bears similarity to the ranking procedure implicit in counting sort and
bead sort [6].

6 Alternatively, we could perform the multiplication via the traditional Beaver-style
technique using an additional round of communication. However, this would incur
O(L) bits of communication which we would like to avoid.
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Modular approach. As evident from prior works [7], the high-
level design principle of secure sorting protocols involves two key
components: ranking and routing. In section 3, we explored ranking
in depth; we now define routing. Given a set of ordered items
(x1,...,xn) and their associated (stable) ranks (Ranky, ..., Rank,),
the process of routing simply involves reordering/permuting the
items in the correct order to get (y1, . ..,yn) where yrank, = xi. In
the setting of secure computation, the list of items and their ranks
would be additively shared between the parties and the goal would
be to securely perform the routing so that parties end up with an
additive sharing of the routed result (yi, ..., yn).

Advantage of the modularity. As observed in prior works [7], this
approach of splitting the process of sorting into ranking and routing
has a nice advantage that we can efficiently handle payloads. More
precisely, when we want to sort a list of items ((x1, y1), - - -, (xn, Yn)),
where x; are the usual items which will be used as the keys and y;
is the corresponding attached payload, then the ranking subroutine
only needs to be invoked on the keys and not on the payloads. Since
secure ranking is usually the cryptographically heavier component,
making its cost independent of the payload is a nice feature (which
will be present in all the protocols that we construct in this paper).

It is easy to see that by combining (secure) ranking and (secure)
routing subroutines, we can get a (secure) sorting scheme. For the
easier problem of (secure) selection (Figure 2), it is sometimes possi-
ble to replace routing (which involves reordering all the elements)
with something simpler that only outputs the element of a specific
rank of interest. In the following subsections, we will see two dif-
ferent approaches for secure routing and combine it with the two
secure ranking approaches (Section 3) to yield secure sorting and
selection protocols.

4.1 Shuffle-based sorting and selection

A well-known solution for secure routing is the shuffle-then-reveal
paradigm [5, 7, 11, 27]. The idea is that by pre-shuffling the secret-
shared input (xy, ..., x,) before ranking the items, it becomes safe
to reveal the ranks and then perform the routing in the clear. This
of course requires a secure shuffling protocol in the first place
which takes secret-shared input and produces secret-shared shuf-
fled output. However, secure shuffling is an easier and much more
well-studied problem for which there are highly efficient protocols
both in the 2-party and 3-party setting (see [21, 30] and references
therein).

As mentioned in Section 2.4, we will work with a shuffling func-
tionality which takes as input secret-shares of the list from two par-
ties and outputs a public masked shuffled list to all online parties (in
addition to outputting the shares of shuffled list to the two input par-
ties as usual). More precisely, given a list of inputs x = (x1,...,xn),
the secure shuffling functionality outputs y = 7(x) + r to all online
parties where r is any permutation and r = (ry,...,r,) is set of n
randomly sampled masks. The rationale behind this modification
to the usual shuffling functionality is that we can use the public
masked shuffled version y as inputs to different kinds of FSS gates
without any additional communication where the FSS gates have r
as the secret parameter. Specifically, in our use-case for sorting and
selection, we will invoke an FSS gate for ranking Grank. Combining
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the two ranking protocols presented in the previous section along
with the shuffle-based sorting gives us the following theorem:

THEOREM 4.1. There exists protocols which securely realize Fsort
with 3 online rounds and p € N bit payloads. It has the following
efficiency features:

o (Compare-Aggregate ranking, 2 + 1 parties): For G = Zy, where

L’ > 2L and ¢’ = [logL']:

- Online communication: 4n(¢’ + p) + 2n [log n] bits total across

both online parties.

— Online computation: 2(3) - DCF.Eval[G, Z,] across both online

parties.

— Offline communication: 6n(¢’+p)+4n [log n]+2 ('21) -(DCF.KeySize[

G,Zp] + [lognl) from offline party to the two online parties.
e (mult-DPF ranking, 3 parties): For G s.t. |G| = L’ and ¢’ = [logL’]:

— Online communication: 8n(f’ + p) + 4n [logn] bits across all
three online parties.

— Online computation: 3n - multDPF.FullEval[G,Z,] across all
three online parties.

— Offline communication: 6n(¢’ + p) + 4n [logn] + 3n - multDPF.
DistGen|[G, Z,] bits across all three offline parties.

In particular, using the DCF construction from [14] and multDPF
construction from [1], we get the concrete costs as shown in Table 1
for Protocol I and Protocol II.

Proor. We refer the readers to the full version.

4.2 Secure routing via standard DPF

We next describe an alternative method for obtaining secure pro-
tocols for Fsort and Feject- In the place of the shuffle-then-reveal
paradigm, we instead construct a form of DPF-based routing, in
which the (secret-shared) rank values are never made public.

We first describe a modular version of the DPF routing procedure,
which enables converting from a vector of n secret shared rank
values (plus key and payloads) to secret shares of the rank-ordered
payloads, with 2 rounds of linear-size communication. (In fact, this
can be viewed as building an FSS gate for a corresponding routing
gate.) Combining this routing procedure together with the FSS gates
for Grank from Section 3, this yields a 3-round protocol for Fgelect
and Fsort. We then show an optimization that enables collapsing
one round in the combined protocol. Our final resulting protocols
securely instantiate Fgort (0r Felect) in total fwo rounds in both the
2+1 party setting and the 3-party setting.

DPF routing: modular version. We present the procedure for k'

order statistic selection; full sorting extends in a straightforward
manner by repeating for each k (note that much of the preprocessing
material can be reused for all k). Consider the parties beginning with
secret shares of the vector of n rank values (y1,...yn) € Z], each
with a given associated secret shared payload value z; € Gpayload-
We assume G,y load has a further multiplicative structure.

As part of the preprocessing, the parties will receive (for i € [n]):

(1) Additive secret shares of n random masks r; € Z,.

(2) n DPF keys, for fy, g, : Zn — Gpayload> Where a; =1; € Zp
and i =1¢€ Gpayload~

(3) nBeaver multiplication triples, i.e. additive shares of random

_ 3
(aibici = aibi) €G-
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In Round 1 of communication, the parties reconstruct the r-
masked values of the ranks, by sending their share of y; masked
by their share of r;, for each i € [n]. (Communication nlogn
bits/party.) Denote the resulting reconstructed masked values by ;.

A given masked rank value §j; corresponds to plaintext rank
k € [n] iff §; — ri = k: equivalently, iff f, g, (§; — k) = 1. This
enables a direct procedure for obtaining secret shares of a 1 X n
indicator vector in which the i-th positionhasa 1 € Gpayloaq exactly
in position k if y; is the k-th ranked element (and 0 € Gpayioad
otherwise), where each position i requires a single evaluation of
the ith DPF key on input (§; — k).

In the final phase, the parties will perform a secure computation
protocol for evaluating the inner product of this secret shared
indicator vector with the secret shared vector of input payloads, by
use of the n Beaver multiplication triples.

Concretely, in Round 2 of communication, the parties will re-
construct the a-masked payload vector and the b-masked indicator
vector (where a, b are from the multiplication triples). (Communi-
cation 2n[log |Gpayload|]1 bits/party.) Each party can then use the
remaining portion c of the multiplication triple together with the
communicated values to locally compute additive secret shares of
the degree-2 inner product. The result is precisely additive secret
shares of the kth ranked payload over Gpayload-

Round-compressed ranking + routing. We now describe how to
save one round of communication when combining the above-
described DPF-based routing procedure together in conjunction
with a protocol for obtaining secret shares of the ranks of n original
input values, as constructed in Section 3. The high-level idea will
be to remove Round 2 of the above interaction, instead pushing the
corresponding communication up into prior rounds.

Recall that Round 2 communication consists of two components:
(shares of) the a-masked payload vector and b-masked indicator
vector. First observe that the a-masked payload vector communi-
cation can directly be pushed to a prior round, as these values are
known at the start of the protocol. In contrast, the b-masked indi-
cator vector requires the parties to first compute the corresponding
secret shares, which is the result of the previous rounds of commu-
nication. We will need to find a new way to effectively perform this
inner product.

Note that no interaction is required to compute secret shares of
an inner product between an additively shared vector with a public
vector. Of course, we cannot simply make the payload vector public,
as these values are secret. However, if Gpayload is 2 field, and the
plaintext payloads are known to be nonzero,” then it would be safe
to reveal the payload vectors scaled by multiplicative masks: i.e.,
Z; = z;s; for random nonzero mask s; « G:;ayload'

This suggests the following modified protocol. In parallel to com-
puting the secret shared vector of ranks, the parties will perform a
secure (component-wise) multiplication of the secret shared pay-
load vector z with a secret shared multiplicative mask vector s, and
publicly reveal the masked vector z. The n DPFs in the preprocess-
ing will be modified to no longer have payload f; = 1, but rather

"The protocols in this work are agnostic to relations between payload values. As such,
one can enforce nonzero encodings of payload values by, e.g., adding a fixed constant
to all payloads, and then removing this constant at the conclusion of the protocol
execution.
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Bi = si_1 € G;ay]oad' After the additively masked vector ¥ of rank — Offline communication: Dominated by 3n-multDPF.DistGen[{0, 1
values is made public (as before), the parties can similarly compute . Zn] +2n - DPF KeySize[Zn, H] bits across all three offline par-
secret shares of the corresponding kth indicator vector. But, if the ties.

vector previously had 1 in the ith position, then the modified (se-
cret shared) vector will have in position i the value s;” !, The inner
product of this resulting secret shared vector with the public vector
Z will thus pull out exactly ;Zisi_l = (zisi)si_1 = z;, as desired.

The protocols can be extended to securely realize Fsort with additional

online computation DPF.FullEval[Z,, H] in the place of DPF.Eval|Zp, H].
In particular, using the DCF construction from [14], DPF construc-

tion from [17] and multDPF construction from [1], we get the concrete

Remark. In order to extend to the full sorting scenario, the parties costs as shown in Table 1 for Protocol IIl and Protocol IV.
can use the DPFs to locally compute additive shares of an n X n
permutation matrix of 0s and si_ls over Gpayload- Note that this does 4.3 Barrier toward one-round solutions

not require further offline or online communication. (In particular,
shares of position (i, k) in the permutation matrix are computed
reusing the same n DPFs by means of fy, g, (§i — k).) The additional
computation cost will indeed be dominated by evaluating each DPF
at n sequential input values instead of at a single input. While this
cost is ultimately quadratic in n, the sequential structure of inputs
enables useful concrete optimizations.

The resulting protocols from the previous subsections require 2
or 3 online rounds. We partially complement this by showing a
barrier toward obtaining an efficient one-round protocol for sorting
or selection by means of a corresponding FSS gate.

More concretely, we show that an FSS gate for the Minimum
computation on n inputs from a domain of size L > 3 implies the
existence of an FSS scheme for the class of conjunctions on n-bit
inputs with comparable key size, where the class of conjunctions
consists of all functions of the form fs = Ajesx;. Since FSS for
conjunctions from symmetric-key primitives (with key size poly-
nomial in n and any constant number of parties) remains a major
open problem in the field, we interpret this as a barrier toward
obtaining FSS gates for Minimum from symmetric-key primitives.
See, e.g., [14] for further discussion within the context of a similar
barrier result. Finally, since an FSS gate for Minimum is implied
by an FSS gate for sorting by just restricting the output to the first
entry, the barrier extends to the latter case as well.

We present the complete protocol structure for achieving Feject
(details in the full version) for the case of 2+1 parties. See above
the discussion for how to extend from Fggject to Fsort- The proto-
col relies on an FSS gate for Grank, as obtained in Section 3. The
case of 3 parties is directly analogous, but where the offline phase
is jointly computed via a secure computation across the parties
(instead of generated directly by a semi-honest dealer party). This
cost is dominated by the expense of securely generating DPF keys
and multiplicative DPF keys for secret shared values; in both cases,
a version of the protocol due to Doerner and shelat [25] provides
competitive costs black box in the underlying pseudorandom gen- THEOREM 4.3 (BARRIER: FSS GATE FOR MiNtMum). Let L > 3, let
erator for relevant (mult-)DPF domain sizes. We refer the reader to G=Zy forl’ > L, and let g : G* — G be the Minimum function
the full version for detailed discussion. o

Combining our (2+1) party protocol for Feject together with the
corresponding (2+1) party and 3-party FSS gate instantiations for
GRank in Corollary 3.1.1 and Lemma 3.2, we obtain the following
theorem:

with input domain of size L. Namely, for x € [L]" (viewed as a vector
over G), g(x) outputs the smallest value of an entry of x. Suppose
there is an FSS scheme for the offset class g[ri”] : G" — G with
key size s. Then there is an FSS scheme for the class of conjunctions
fs = ANiesxi with the same key size.
THEOREM 4.2. There exist protocols which securely realize Fyeject
when H is a field, with 2 online rounds, and the following features,
where ¢’ = [log L’ and (¢’ + p) = [log |H|] (where H is assumed to ProoF. By definition of an offset class, we have g[ri"J(x) =
encode both key and payload): Minimum(x — ri,). Given a nonempty set S C [n] defining a con-
junction function fs, consider the rj, € G” whose ith entry is 0 if
- Online communication: 6nt’ + 2nlogn + 4np bits across both i € S and ~1 otherwise. It is easy to verify that g1l (x) = fs(x)
online parties®. for all x € {0, 1}". Thus, FSS for conjunctions can be embedded in
— Online computation:Z(Z)-DCF.EvaI [Z1/, Zn]+2n-DPF.Eval[Z,, H] FSS for the offset class of g, from which the theorem follows. O
across both online parties.
— Offline communication: Dominated byZ(Z)-DCF.keysize[ZL/, Znl+

o (Compare-Aggregate ranking, 2+1 parties):

2n - DPF keysize[Z,, H] + 8np bits from offline party to the two Remark. The requirement that L > 3 is necessary: with L = 2, the
online parties. minimum of n inputs is equivalent to the conjunction of all inputs,
o (mult-DPF ranking, 3 parties): whose offset class admits an efficient FSS (via a DPF).
— Online communication: 8nt’ +4nlog n+4np bits across all three We further remark that the barrier does not provide implications
online parties. for small, constant n, for which FSS for conjunctions can be achieved
— Online computation: 3n - multDPF.FullEval[{0, 1}, Z,] + 2n - (with key size exponential in n). Indeed, for example, FSS gate for
DPF.Eval[Z,, H] across all three online parties. Maximum of 2 elements can be obtained via a single DCF.

Finally, we note that while we assumed that inputs and outputs
8This can be optimized to 4n¢’ + 2nlog n + 4np by using a common mask for the are shared over a CyChC group G, a similar barrier holds evenkfor
beaver triple and the ranking gate. XOR-sharing a bit representation of the inputs, namely G = Zj.
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5 APPLYING COMPARISON-BASED
ALGORITHMS

Since the focus of this work is on improving the round and com-
munication complexity of secure sorting and selection, we explore
the algorithm literature which is conducive to that objective. To
that end, in this work we identify that the most relevant model is
the parallel comparison model introduced by Valiant [32]. Valiant’s
model is aimed to reduce the O(n?) computational cost of compari-
son based ranking (see Protocols I, III in Table 1) while maintaining
constant round complexity. At a high level, algorithms in Valiant’s
model perform multiple (typically constant) rounds of comparisons
in a smart fashion to reduce the total number of comparisons to
sub-quadratic. Although one could directly compile an algorithm
in Valiant’s model into a secure protocol simply by performing the
comparisons securely via FSS and revealing all the comparison re-
sults (after a shuffling step), this approach would result in protocols
whose communication cost also scales with the number of compar-
isons. Our main insight is that we can improve the communication
cost by aggregating the results of comparisons, only revealing this
aggregate information (referred to as “local rank” in Section 5.2).
We formalize this methodology by introducing a new intermediate
algorithmic model, called the Compare-Aggregate model, which
leads to secure protocols where the communication cost scales only
with the number of elements involved in comparisons rather than
the total number of comparisons. Since each element is usually
involved in multiple comparisons, this approach yields significantly
better asymptotic and/or concrete communication cost.

In Section 5.1, we describe Valiant’s parallel comparison model
along with some useful complexity metrics. We then introduce our
novel Compare-Aggregate model in Section 5.2. Following that,
in Section 5.3 we describe how Valiant’s model algorithms can
be cast into our Compare-Aggregate model. Finally, in Section 5.4
we present a compiler from (insecure) algorithms in Compare-
Aggregate model to secure protocols in the (2 + 1) party model.

5.1 Valiant’s comparison model

Given an input x = (x1, ..., xp) consisting of n distinct items with
a well-defined total ordering, a sorting algorithm A in Valiant’s
model proceeds in iterations® where, in each iteration, it performs
a set of pairwise comparisons between the items. These pairwise
comparisons are specified using an undirected graph H = (V,E)
where V' C [n], n denotes the number of items in the input, and each
edge e € E denotes the index of items to be compared. Crucially,
the graph H; at iteration i can depend on the results of comparisons
from all the previous iterations.

Given a fixed number of iterations k and an arbitrary set of
inputs x = (x1, ..., Xp), a central objective of sorting and selection
algorithms in the Valiant’s model is to minimize the total number
of comparisons (as a function of n and k) across all iterations. In
the graph theoretic viewpoint mentioned earlier, this corresponds
the total number of edges in the comparison graphs across all the
iterations. Let’s say Hj, . .., Hy are the series of comparison graphs
invoked by the sorting algorithm A, where each H; = (V;, E;),
Vi € [n].E;i C (['2']). Then, we can define the “edge complexity” of

°In the algorithm literature, the term “rounds” is used instead of “iterations”. We
introduce the term “iterations” to disambiguate it from “rounds” in secure protocols.

3033

CCS 24, October 14-18, 2024, Salt Lake City, UT, USA

A, denoted by e #(n, k) as the following:
e:;;(n,k) = |E1| +...+ |Ek|

For our purpose, we will also separately define the “node complex-
ity” of A to capture the total number of nodes in the comparison
graphs across all iterations. More formally, the node complexity
will be denoted by v # (n, k) and defined as follows:

vﬂ(n,k) = |V1|+...+|Vk|

If the algorithm is randomized, the total number of edges (resp.
nodes) is a random variable with expected value e #(n, k) (resp.
v 7 (n, k)). We remark that while the edge complexity captures the
comparison complexity of sorting algorithms and is well-known in
the literature, the node complexity is a (natural) measure we intro-
duce in this work. While this doesn’t seem to be a useful measure
in the algorithms literature, it will turn out to be very crucial when
we design the “secure” versions of these algorithms. Looking ahead,
the node complexity will control the online communication cost
whereas the edge complexity will control the online computation
and offline communication cost of our secure protocols.

5.2 Compare-and-Aggregate (CA) model

As mentioned earlier, in principle one could directly compile an
algorithm in Valiant’s model into a secure protocol simply by per-
forming the comparisons securely via FSS and revealing all the com-
parison results (after a shuffling step). This would yield protocols
whose communication cost is proportional to the edge complex-
ity. In this section, we introduce a new “Compare-and-Aggregate”
model which leads to secure protocols in which the communication
cost is proportional only to the node complexity (which is typically
much smaller than the edge complexity).

Our “Compare-and-Aggregate” model can be viewed as a slight
variant of Valiant’s model where, for every comparison graph H =
(V, E) specified by the algorithm A, instead of learning the results
of all the comparisons specified by the edge set E, the algorithm
only learns the local rank of each item indexed by V w.r.t to its
neighbours in H. More formally, the local rank of an item x;, where
i € V, is denoted by LRank(x;) and is defined as follows:

LRank(x;) = |{xj](i, j) € E, xi > xj}

The name “Compare-and-Aggregate” is inspired from the fact
that A only learns an aggregate information of the pairwise com-
parison results which, in our use-case, is the local rank. At this point,
an astute reader might notice similarity between this model and the
way we defined the compare aggregate gate Gcmpagg earlier in Sec-
tion 3.1. Indeed, as we will see soon in Section 5.4, this particular
way of defining the model enables communication efficient compila-
tion of sorting/selection algorithms to secure protocols via FSS. We
note that this model might be useful for problems beyond sorting
and selection, such as clustering and convex hull computations,
which rely on comparisons as a basic operation.

We conclude this subsection by noting that for non-distinct item
case, the definitions for the comparison graph H = (V, E) and the
local rank function LRank need to be modified slightly. In particular,
we enforce, without loss of generality, that V is an ordered set of
nodes and for every edge (i, j) € E we have i < j. Furthermore,
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the local rank function will return the local stable rank, which is
formally defined as follows:

LRank(x;) = [{x;1(i, j) € E.x; > xj}) + |{xj|(j, ) € Exj < xi}

5.3 Transforming algorithms in Valiant’s model
to CA model

In this section, we will show that well-identified sorting and se-
lection algorithms which have appeared in the literature in the
Valiant’s model can actually be cast in our more restrictive Compare-
and-Aggregate model without any overhead in the edge and node
complexity. More formally, for an algorithm A in the Valiant’s

model, we will obtain an equivalent representation A’ in the Compare-

Aggregate model s.t.e 4/ (n, k) = e (n, k) ando g (n, k) =vg(n, k).
Note that it is not immediately obvious how to do this as the
Compare-Aggregate model severely restricts the information learnt
by the algorithm. In fact, it is not clear whether such a transforma-
tion is possible in general; we manage to do so only for a handful
albeit interesting and practically efficient algorithms. We refer the
readers to the full version for more discussion related to this aspect.

Ilustrative example. Having said that, we provide an example
of the transformation here for Alon et. al. [4] randomized sorting
algorithm (hereafter referred as AAV86). This algorithm has the
best known edge-complexity for sorting in the Valiant’s model. We
describe its Valiant’s model version in Algorithm 1 and its trans-
formed version in the Compare-Aggregate model in Algorithm 2
with the modified parts highlighted in blue. At a high-level, Algo-
rithm 1 is very similar to the well-known randomized quicksort
with the difference being, instead of selecting a single pivot, we
select multiple pivots at each of the k iterations ( Lines 1 and 2).
Then, as usual, the non-pivot elements are compared with the pivot
elements and, additionally, all the pivot elements are compared
among themselves ( Lines 3 and 4). After deriving the comparison
results, the non-pivot elements are split into disjoint subsets and
recursively sorted ( Lines 5 and 6).

Main observation. Our crucial observation is that for Algorithm 1
to work correctly, it is actually an overkill to reveal the results of
all the comparisons ( Line 3 in Algorithm 1). Indeed, in order to
partition the non-pivot items correctly ( Line 4 in Algorithm 1),
all we need is to reveal the rank of the non-pivot items w.r.t. the
pivot items along with the rank of pivot items w.r.t. each other. This
information is precisely captured by the notion of local rank which
we defined in Section 5.2. With that observation, we can easily
get the transformed algorithm in our Compare-Aggregate model
simply by substituting Lines 4 and 5 in Algorithm 1 to Lines 4 and 5
in Algorithm 2. Note that this transformation doesn’t modify the
control flow of the algorithm at all, thus preserving the edge and
node complexity of the original algorithm.

Transforming other algorithms. In an effort to have practically
efficient Compare-Aggregate algorithms, we did a thorough litera-
ture survey of the sorting and selection algorithms in the Valiant’s
model. These included algorithms for maximum, median/selection,
sorting and sorted top-k. Besides making the algorithm steps and
comparison graphs explicit, we made an effort to analyze the con-
crete complexity of the algorithms both analytically and empirically.

3034

Amit Agarwal et al.

Algorithm 1: AAV86 [4] sorting in the Valiant’s model

Parameters: Number of iterations k, number of items n.

Input: An ordered set x = (x1,...,xpn)

Output: An ordered sorted sety = (y,. ..

Letp = |-n1/k1.

Sample uniformly (without replacement) a set P C [n] s.t.
|Pl=p—-1

3 Let H = (V, E) be a undirected graph where V = [n] = AU B s.t.
A= [n]\Pand B = P. Moreover, (A, B) form a complete
bipartite graph and B forms a clique.

Let {ce }ecE := Compare(x, H), be the comparison results.

’yn)

-

N

'S

5 Let xo denote the items in x indexed by A. Based on {ce }ecE,
partition x4 into p disjoint blocks, x}‘, .. .,pr s.t. all elements in
i j P
xASxJAforz<} ‘
6 Foreachi € [p]:if k > 1, sort x, recursively using iteration
parameter k — 1 and number of items |xi\ [

Algorithm 2: AAVS6 [4] sorting in the Compare-Aggregate

model

Parameters: Number of iterations k, number of items n.

Input: An ordered set x = (x1,...,xp)

Output: An ordered sorted sety = (yy, ...

Letp = |—n1/k-|4

2 Sample uniformly (without replacement) a set P C [n] s.t.
Pl=p-1.

Let H = (V, E) be a undirected graph where V = [n] = AU B s.t.
A= [n]\Pand B = P. Moreover, (A, B) form a complete
bipartite graph and B forms a clique.

Let {LRank, }yev := Compare-Aggregate(x, H), be the local rank

results.

> Yn)

[

(™)

'

5 Let xA denote the items in x indexed by A. Based on {LRanky }yev,
partition x4 into p disjoint blocks, X}x’ .. .,xg s.t. all elements in

i j P
xASxJAforl<]‘

=N

Foreachi € [p]:if k > 1, sort X‘iA recursively using iteration
parameter k — 1 and number of items |xi\|.

Such an analysis is absent from most of the papers which only in-
clude the asymptotic costs. In the full version we provide a summary
of our survey.

5.4 From insecure CA algorithms to secure
protocols via FSS

High-level idea. In this section, we will show a simple compiler
from algorithms in the Compare-Aggregate model to secure proto-
cols in the (2 + 1) party model. This compiler will be very similar
to the shuffle-then-reveal approach that we took in Section 4.1
with the difference being, instead of computing the full ranking
of all elements using all pairwise comparisons, we will only com-
pute the local rank of elements iteration-wise as prescribed by the
underlying Compare-Aggregate algorithm.

Details. We first recall our definition of compare-aggregate gate
GCmpAgg from Section 3.1. This gate, parameterized by a graph
H, computes the function gcmpagg on the a set of elements. As
readers might note now, this function is exactly the LRank function
that we defined in Section 5.2. Hence, the idea behind the compiler
is simply to invoke a FSS gate for Gempagg in every iteration of
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the algorithm. In order to do so, the two parties, holding secret-
shares of the elements x = (x1, ..., xp), reveal the masked version
x' = (x1 +71,...,%Xn + p) (using a round of communication) and
invoke the FSS gate for Gempagg Where the masks rq, ...,y are
sampled during the offline phase and used as secret-parameters
in the FSS gate for Gempagg- After invoking this FSS gate, the
parties end up with a secret sharing of the local ranking of the
elements, LRank(x) = (LRank(x1),..., LRank(xy)). If the parties
start by shuffling the set of inputs at the very start of the protocol,
then they can safely reveal the local ranks (using another round of
communication) and reorder the (shares of) elements of x locally
as prescribed by the Compare-Aggregate algorithm.

THEOREM 5.1 (SECURE PROTOCOL FROM COMPARE-AGGREGATE
ALGORITHM). Let A be an algorithm in the Compare-and-Aggregate
model for a problem P € {sort, select} with edge complexity e z (n, k)
and v g (n, k) where n is the number of elements and k is the number
of iterations. Then, there exists a (2+ 1)-party protocol which securely
realizes Fp for G = Zy» where L’ > 2L and ¢’ = [logL’] andp € N
bit payloads. It has the following efficiency features.

Online rounds: 2k + 1.

e Online communication: 2v 7 (n, k) (¢’ + [log n]) + 2n(¢’ + 2p) bits
across both online parties.

Online computation: 2e # (n, k) - DCF.Eval([G, Z,] across both on-
line parties.

Offline communication: 6n(¢’ + p) + 4n [logn] + 2¢' (vz(n, k) —
n) + 2e#(n, k) - (DCF.KeySize(G,Zy) + [logn]) bits from the
offline party to the two online parties.

6 COST ANALYSIS

Our goal in this section is to explore the features of each protocol in
Table 1 and the protocols in the Compare-Aggregate model. Namely,
we want to identify, for each protocol, the application settings (for
different n, £) where the protocol has competitive advantage over
prior works, in terms of online performance.

Estimation methodology. To faithfully estimate the costs of our
protocols and baselines, we consider system-independent measures
(i.e., communication cost, number of rounds) and system-dependent
measures (i.e., local computation time, end-to-end run time). One
of the most important indicator for a protocol’s performance is
the run time, which is the sum of local computation time and net-
work time!?. It depends on the computation configuration (CPU
frequency, number of cores) and the network configuration (band-
width, latency). Hence, the run time numbers can vary on different
architectures; therefore, beyond the conventional benchmarks un-
der a typical configuration (Table 2), we also give an unconventional
measure (Table 3) to help readers extrapolate the protocol perfor-
mance under different architectures. Specifically, in Table 3, we find
the computational resources (in CPU cores) for which computation
breaks even with communication for our protocols, given a stan-
dard network speed (e.g, 1Gbps) and standard CPU frequency (e.g.,
3GHz). That is, we give the number of cores required by each party
to make the local computation time equal to the time to transmit
data (data size divided by bandwidth), which we call the breakeven

19The network time is the sum of the latency delay (caused by rounds) and the data
transmitting time (the communication divided by the bandwidth).
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point. We believe the above information is sufficient not only to
show the advantages and bottlenecks of our protocols, but also for
extrapolating their behavior under different architectures.

Estimation assumptions. For FSS cost, we count the number
of length-doubling PRG needed and we apply the half-evaluation
optimization [17] when evaluating the (left or right) half of the PRG
output. Here we do not consider the early-termination optimization
for DPF evaluation [17]. We assume 300 million AES per second on
3GHz CPU, following benchmarks in prior work [26].

The local computation can be abstracted as AES calls (DCF or
DPF for ranking) and random memory accesses (reordering the
keys), which is experimentally shown to be dominated by AES
calls!!, as follows. Concretely, on a typical architecture (3GHz CPU,
512 KB L1 cache, 8 MB L2 cache, 128 MB L3 cache), in the amortized
setting, a single AES call takes 3 nanosecond while a single access
to a uniformly random access to a size-10® integer array takes 31
nanoseconds, so the latter is 10x of the AES invocation. Now, in
all of our Compare-Aggregate based secure sorting protocols, the
number of AES calls is at least 100nf when n > 20 and number of
iterations r < 5, and the number of times we access a uniformly
random index is at most 2n (during shuffling) plus rn (during r
rounds of Compare-Aggregate) which in total is (r + 2)n. The main
point here is that even though a single random access can cost 10X
more than a single AES call, the number of AES calls is at least ¢
times larger than the number of random access calls. Therefore, for
usual values of 7, e.g., 32, 64, AES will be the bottleneck.

For online communication, we balance it across the online parties
if the protocol has asymmetric communication, using the standard
technique of role rotation across different instances. Therefore,
the communication cost shown in Tables 2 and 3 indicate online
communication cost normalized by the number of online parties.

Baselines. We identify two baselines: garbled circuit (GC) solution
(using Batcher sorting circuit [8]) and Radix sort by Asharov et
al. [7] (refer to Section 1.2 for the rationale behind this choice). At a
high level, the GC approach is communication bound, where it has
only 2 rounds but high communication cost; the Radix approach is
latency bound, where it has fast computation and low communica-
tion but an extremely large number of rounds. For details, the Radix
baseline has ~ 12¢ (for ¢ bit inputs) online rounds and per-party
online communication n - £ - (7/3 + 32/9 - log n) + 3nlog n bits.

Comparison. Table 2 shows the microbenchmark estimates of our
protocols and the baselines, under the conventional setting (fixing
typical computation and network configurations). Besides single
instance sorting benchmarks, we also estimate the numbers for a
batch of multiple concurrently executed instances (as is typically
the case in applications). In all the cases of n, £ that we show, the GC
baseline has much higher communication than our protocols and
this translates to a higher run time when the parties run a batch of
instances (see “batch inst, 64 cores” in Table 2). The Radix sort [7]
baseline, aside from higher communication compared to ours, has
a large number of rounds which translates to a high run time in the
WAN setting. Although our computation cost is not the best, neither
our communication nor rounds becomes a bottleneck (as opposed

This conclusion should be insensitive to common architectures with AES-NI instruc-
tion and standard cache settings.
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Run time (sec) Run time (sec)
n ¢ | Protocols Rounds scizrgrirenir(g?) ’ Sl?lgile) 1(:;) LAN setting WAN setting
. ’ single inst, | batch inst, | single inst, | batch inst,
single core . .
single core | 64 cores single core | 64 cores
Protocol I/ 1II 3/2 0.05/0.04 0.01/0.01 0.01/<0.01 | 0.24/0.2 0.18/0.12 0.41/0.37
Protocol I / IV 3/2 0.07 / 0.07 0.03/0.04 0.01/<0.01 | 0.42/0.43 | 0.18/0.12 0.59/0.55
8 5-iteration AAV | 11 0.17 0.01 0.02 0.56 0.66 1.2
GC 2 1.28 0.01 < 0.01 4.12 0.12 4.24
20 Radix sort [7] 85 0.39 < 0.01 0.17 141 5.1 6.34
Protocol I /1II 3/2 0.33/0.22 0.09 / 0.09 0.01/<0.01 | 0.21/0.16 | 0.18/0.12 0.38 /0.32
64 5-iteration AAV | 3/ 2 1.01 0.08 0.02 0.42 0.66 1.06
GC 2 10.24 0.06 < 0.01 4.12 0.12 4.24
Radix sort [7] 757 2.86 0.01 1.51 2.67 45.42 46.57
Protocol I/ 1II 3/2 3.25/2.17 26.67 / 33.33 | 0.03/0.04 3.55/4.31 | 0.21/0.18 3.72/4.49
Protocol II / IV 3/2 4.33/4.33 1.71/ 8.37 0.01/0.01 0.44/1.27 | 0.15/0.13 0.62/1.39
8 5-iteration AAV | 11 12.23 1.06 0.02 0.9 0.66 1.54
GC 2 64 1.99 0.01 4.22 0.12 4.34
103 Radix sort [7] 85 41.5 0.11 0.17 2.84 5.1 7.77
Protocol I/ 1II 3/2 17.25/11.5 213.33/220 | 0.22/0.22 348 /3.53 | 0.39/0.34 3.65/3.7
64 5-iteration AAV | 11 54.23 8.49 0.03 0.57 0.67 1.21
GC 2 512 15.89 0.02 4.22 0.13 4.34
Radix sort [7] 757 305.88 0.82 1.52 3.97 45.42 47.88

Table 2: Concrete online costs of secure sorting using our protocols and baselines under different combinations of n and ¢,
estimated using 3GHz CPU, single core, and network configuration 1Gbps bandwidth, 2ms latency for LAN and 60ms latency
for WAN. “Comm” means communication, and “Comp” means computation, both are online per-party for all rounds. We show
protocols for n, £ such that they are feasible to run. We estimate run time in both the microbenchmark setting (a single instance
with a single core) or the batch setting (a batch of instances concurrently run with 64 cores, where the batch size is selected so
that the total input size (i.e. batch size xn X f) is kept same as 8 MB across all cases).

to the communication-bound GC baseline or the latency-bound
Radix baseline); hence we have better run time overall.

To highlight the best protocol under various n, £ settings and the
best improvement of the protocol over the baselines, Table 3 shows
the communication, computation, and run time at the breakeven
points. We give 6 combinations of small (20), medium (1,000), large
(1,000,000) n, and small (8) and large (64) ¢, and fix the input sizes
(which is n X £ X #instances) to be the same across all these cases.

In the “small-n-small-£” and “small-n-large-£” cases, Protocol
IIT is the best. This is because when n is small, the computation is
cheap (and same) for both Protocol I and III but the latter has less
online per-party communication and 1 less round. In the “medium-
n-small-£” and “large-n-small-¢” setting, Protocol II is the best. This
is because both Protocol II/IV have computation linear in n (as
opposed to nlog? n for GC and n? for Protocol I/I1I), and Protocol
IT outperforms IV for the same reason of less online-per-party com-
munication and 1 less round. Finally, in the “medium-n-large-£” and
“large-n-large-£” setting, the 5-iteration AAV based protocol stands
out. This is because it has much better computation compared to
I/III, and much better communication over the baseline protocols
while still maintaining low (11) constant rounds.

For the secure median selection problem, we provide a summary
here and defer the full cost analysis to the full version. For the
baselines (GC and Radix sort), computing median has the same
costs as sorting. For our approaches, Protocols I, II and III have
same costs both for sorting and median selection whereas Protocol
IV has a lower computational cost for median compared to sorting
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(as shown in Table 1). Moreover, we swap out the 5-iteration AAV
with a more efficient 5-iteration version of BB90 algorithm [12]
that only requires linear (in n) number of comparisons. In Table 3,
for the (n, ) settings where Protocols II and III win for sorting,
they continue to win for median. For the remaining two settings,
BB90 wins with a better margin than AAV. Concretely, for (n,f) =
(10%,64) and (n, £) = (10, 64), BB90 has an improvement factor of
4.7x (AAV has 3.6x) and 3.91x (AAV has 2.89X) respectively.
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