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Abstract. A unit-vector (UV) correlation is an additive secret-sharing
of a vector of length B that contains 1 in a secret random position
and 0’s elsewhere. UV correlations are a useful resource for many cryp-
tographic applications, including low-communication secure multiparty
computation and multi-server private information retrieval. However,
current practical methods for securely generating UV correlations involve
a significant communication cost per instance, and become even more
expensive when requiring security against malicious parties.

In this work, we present a new approach for constructing a pseudoran-
dom correlation generator (PCG) for securely generating n independent
instances of UV correlations of any polynomial length B. Such a PCG
compresses the n UV instances into correlated seeds whose length is sub-
linear in the description size n -log B. Our new PCGs apply in both the
honest-majority and dishonest-majority settings, and are based on a vari-
ety of assumptions. In particular, in the honest-majority case they only
require “unstructured” assumptions. Our PCGs give rise to secure end-
to-end protocols for generating n instances of UV correlations with o(n)
bits of communication. This applies even to an authenticated variant of
UV correlations, which is useful for security against malicious parties.
Unlike previous theoretical solutions, some instances of our PCGs offer
good concrete efficiency.

Our technical approach is based on combining a low-degree sparse
pseudorandom generator, mapping a sparse seed to a pseudorandom
sparse output, with homomorphic secret sharing for low-degree polyno-
mials. We then reduce such sparse PRGs to local PRGs over large alpha-
bets, and explore old and new approaches for maximizing the stretch of
such PRGs while minimizing their locality.

Finally, towards further compressing the PCG seeds, we present a
new PRG-based construction of a multiparty distributed point function
(DPF), whose outputs are degree-1 Shamir-shares of a secret point func-
tion. This result is independently motivated by other DPF applications.
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1 Introduction

Minimizing the communication cost of secure multiparty computation (MPC) is
a central challenge in theoretical and applied cryptography. A general approach
for reducing this cost is by applying powerful cryptographic tools such as fully
homomorphic encryption (FHE) [53], enabling computations on encrypted data,
or homomorphic secret sharing (HSS) [25], enabling computations on secret-
shared data. However, despite significant optimization efforts, the constructions
of these primitives still rely on specific, “structured” cryptographic assumptions
and involve a high concrete computational overhead.

A common alternative approach for improving the communication cost of
practical secure computation protocols is to make use of correlated randomness.
If correlated secret randomness is distributed to the parties during an input-
independent offline phase, this can be used to dramatically reduce the costs
of an input-dependent online protocol. This offline-online approach serves as a
basis, e.g., for the popular SPDZ line of protocols [10,43]. However, a major
challenge is to design methods for actually generating such useful correlations
securely with low communication and good concrete efficiency.

This challenge is addressed by a recent line of work on pseudorandom corre-
lation generators (PCGs) [15,19]. A PCG can be viewed as a natural distributed
analogue of a standard cryptographic pseudorandom generator (PRG). While a
PRG maps a short random seed to a long output that looks random to a compu-
tationally bounded external observer, a PCG maps two or more short correlated
seeds to long correlated outputs which look like they were sampled from a given
target correlation even from the point of view of insiders.

Many recent works [1,12,13,15,16,18-20,31,37,54,72,75,79] build highly effi-
cient PCGs that avoid the use of general-purpose FHE or HSS, and instead rely
mostly on different flavors of the learning parity with noise (LPN) assumption.
However, these efficient PCGs are limited to simple target correlations (such as
Oblivious Transfer correlations) that, in particular, cannot help bring the online
communication cost below the circuit size of the function being computed. Alter-
native techniques [22,23,25,39,44] that do enable this, on the other hand, incur
a high computational overhead, making them unattractive from a concrete effi-
ciency viewpoint.

PCGs for Unit-Vector Correlations? One particularly useful correlation is
a unit-vector (UV) correlation: an additive secret-sharing of a vector of length
B over a given group that contains 1 in a secret random position and 0’s else-
where. UV correlations are an advantageous resource for many cryptographic
applications. They can be directly used for reducing the communication cost
of multi-server private information retrieval [34]. They can also be directly
and locally converted, without communication, into lookup-table (LUT) corre-
lations [19,60,64] (sometimes referred to as truth-table correlations). A LUT
correlation for a function g : {0,1}* — {0,1}, with table size B = 2°, reduces
the online cost of securely evaluating each “gate” computing g to roughly b bits
of communication. (This can be generalized to gates with longer outputs.) LUT
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correlations for small values of b are very useful both in theory, for evaluating
natural classes of circuits with (slightly) sublinear communication [36,42], and in
practice, for obtaining significant concrete improvements in many natural appli-
cations [30,42,64,71]. This makes PCGs for UV correlations, as well as their
authenticated variants, a highly desirable goal.

Progress in this direction was made in [19], where a concretely efficient PCG
for a single long instance of UV or authenticated UV correlation was constructed
based on a distributed point function (DPF) [26,55], which in turn can be based
on any PRG. However, while this enables compressing a length-B correlation to
small size o(B), this does not extend to generating n independent instances of
UV correlations with o(n) seed size.

For smaller values of B, concretely efficient approaches for generating UV
and LUT correlations via information-theoretic reductions to oblivious transfer
were given in [30,71]. However, here the communication cost of generating n
instances scales linearly not only with n but also with B. This was recently
shown to be inherent for information-theoretic reductions [58].

For both the DPF-based approach and the information-theoretic approaches,
generating UV correlations with security against malicious parties is consider-
ably more expensive than in the semi-honest case. Even if given access to a
trusted dealer, these previous approaches cannot reduce the storage size of n
UV correlation instances below the description length nlog B. A concretely effi-
cient PCG for compressing n instances of a UV correlation is thus a highly
desirable goal.

1.1 Owur Contributions

We present a new framework toward lightweight PCGs for n independent
instances of unit-vector (UV) and related correlations, based on a new notion
of sparse PRGs. We then study the underlying tools, instantiating our frame-
work in several ways. For example, with a strong honest majority, we can obtain
such PCGs from just standard local binary PRGs [3,56]. We present other con-
structions based on different combinations of (old and new) “unstructured” and
“structured” assumptions. Several of these combinations are relevant to low-
communication concretely efficient MPC protocols, and beyond.

We now give a more detailed account of our results, starting with the main
new technical tool we introduce: a sparse PRG. In a nutshell, a sparse PRG
maps a (possibly sparse) random seed to a sparse pseudorandom output. A bit
more formally:

Definition 1 (Sparse PRG, informal). Let R be a finite ring. A (regular)
B-sparse PRG over R with seed length k& and output length n is an efficient
deterministic mapping G : R* — R"P along with a PPT algorithm for sampling
a seed z, such that G(x) is indistinguishable from a concatenation of n random
length-B unit vectors.

While a sparse PRG as above can be trivially constructed from any stan-
dard PRG, we will be interested in minimizing the algebraic degree of G, which
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we will denote by d. This is motivated by the observation that PCG for UV
correlations can be naturally obtained by applying any Homomorphic Secret
Sharing (HSS) [25] scheme for degree-d polynomials to evaluate G. HSS is a
form of secret sharing that enables homomorphic evaluation on shares, resulting
in additive shares of the computation output. The feasibility and efficiency of
such HSS schemes greatly depends on the degree of the function being homo-
morphically evaluated. We summarize this general approach below, and then
discuss useful instantiations.

Theorem 1 (Sparse PRG + HSS = PCG for UV, informal). Given a B-
sparse PRG G : RF — R"B of algebraic degree d and an N-party, t-secure HSS
for degree-d polynomials over R, there is an N-party, t-secure PCG generating
n length-B UV correlations, with the PCG seed size scaling linearly with k.

From Non-binary Local PRG to Sparse PRG. The above blueprint moti-
vates sparse PRG constructions with a low degree d and a high stretch. Our key
observation is that this can be reduced to the construction of a (standard) d-local
PRG over large alphabets, namely a PRG in which each output symbol is taken
from an alphabet of size B and depends only on d input symbols. The reduction
uses a sparse representation of each input symbol and output symbol of the local
PRG by their characteristic vectors. Given this sparse representation, the degree
of the sparse PRG coincides with the locality of the underlying local PRG.

Theorem 2 (Non-binary local PRG = sparse PRG, informal). Given
a d-local (dense) PRG G : [Bi)F — [B]", there is a degree-d B-sparse PRG
G’ : RFBn — R™B over any ring R.

We note that Lin and Tessaro [66], in the context of basing indistinguisha-
bility obfuscation on standard assumptions, used local PRGs over big input
alphabets to minimize the degree of PRGs with a dense pseudorandom output.
Motivated by very different applications, we take this approach further by using
local PRGs over large output alphabets, and moreover are less severely affected
by the barriers encountered in [66] (see the full version for discussion).

While the construction of sparse PRGs from local PRGs is very natural, we
believe there are reasons to be optimistic about direct constructions of low-degree
sparse PRGs that beat our current constructions based on local PRGs. We thus
view sparse PRGs (as opposed to local PRGs) as the “right” abstraction, as well
as a cryptographic notion of independent interest.

Sparse HSS via Multiplicative DPF. Pushing our framework even further,
we observe that when using the sparse PRGs obtained via Theorem 2, we do
not even require full HSS in the standard sense; rather, it would suffice to have
HSS that works for sparse inputs. For the case of N-party 1-secure HSS for
polynomials of degree d = N — 1, we obtain a particularly efficient construction
of such sparse HSS schemes based on any standard PRG. Our construction is
based on a multiplicative variant of a distributed point function (DPF) [26,55],
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or mult-DPF for short. A standard DPF enables a compressed linear secret-
sharing of a unit vector of length 2¢ (equivalently, a point function with ¢-bit
input), using O(M)-bit keys. Such DPF constructions are typically limited to the
2-party setting, where the output shares are additive and cannot be multiplied.
Here we need a d-mult-DPF that supports a non-interactive evaluation of degree-
d polynomials on the output shares.

A construction of a 1-secure, 3-party 2-mult-DPF was recently given in [32].
Other than being restricted to d = 2, the key size in this construction scales
quadratically with £. Here we present a different construction that improves the
dependence on £ to linear and, more importantly for our purposes, applies to an
arbitrary degree d.

Theorem 3 (N-party (N — 1)-mult-DPF, informal). For any number of
parties N > 3, input length ¢ and output ring R, there is 1-secure N -party
(N —1)-multiplicative DPF for point functions fa s : {0, 1}1Z — R with per-party
key size O(N (M +1og|R])), using any PRG with seed size \. When R is a finite
field and |R| > N, the output can be shared using degree-1 Shamir’s scheme.
Otherwise it is shared using CNF (aka replicated) secret sharing.

For N > 3 parties, the best prior approach was a brute-force emulation of
replicated secret sharing via “tensoring” d instances of a 2-party DPF [26]. This
requires N = 2¢ parties. In contrast, we only need N = d + 1 parties.

Given this tool, we can achieve degree-d HSS for sparse input vectors z
(for some weight w) as the sum of w mult-DPF's, each sharing a single nonzero
position value of x. For a degree-d computation f on the symbols of x, the parties
can locally generate additive shares of f(x) by expanding each the w mult-DPF's;
adding the w shares for each position (yielding a multiplicative sharing of z), and
then applying the degree-d multiplicativity procedure on the resulting shares.

Applying the new mult-DPF to our PCG constructions, consider beginning
with a d-local PRG with stretch & — n over alphabet size B. Our mult-DPF
enables us to attain (d 4 1)-party PCGs for UV correlations against one corrup-
tion, where the number of UV correlations produced is equal to the local PRG
output size n, and whose seed sizes scale linearly with the local PRG seed size
k and just logarithmically with the unit vector length B.

Our new mult-DPF is motivated by many other applications outside the
realm of PCGs, such as PIR with conjunctive queries [14] (e.g., searching docu-
ments containing d specific keywords) and more.

Non-binary Local PRGs. The asymptotic and concrete efficiency of PCGs
based on the above blueprint critically depends on the parameters of the under-
lying local PRGs. We explore candidate constructions of d-local PRGs with
superlinear stretch and a polynomially bounded output alphabet size B. This
includes both a simple construction from binary d-local PRGs, whose existence
for d > 5 (with polynomial stretch that grows with d) is by now considered
a standard cryptographic assumption [5,56,63], as well as several direct con-
structions that are conjectured to achieve better locality or stretch. In the latter
category we consider the following candidates:
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— For d > 3, an elegant d-local candidate of Barak et al. [7], in which each
output is obtained by multiplying, over a simple non-Abelian group (such as
the alternating group), d seed elements. The conjectured stretch is n ~ kd/2
where k is the seed length and n is the output length. This limitation on
the stretch is conjectured to be inherent to all d-local PRGs over constant-
size alphabet [7]. While some instances of this construction were shown to be
insecure in [46], most instances are not susceptible to this attack.

— For d > 3, a new d-local candidate that can be viewed as a sparse variant of
the Learning with Rounding (LWR) assumption [6]. Here we have Bj, = ¢- B
for some information loss parameter ¢ (¢ = 2 by default). Each output is
obtained by first applying (public) random permutations =; : Zp, — Zp,, to
each of d random seed elements, then adding the d results over Zp, , and finally
applying a lossy c-to-1 mapping L : Zp, — Zp mapping y to [y/c]|. In sparse
LWR, random permutations are replaced by scalar products. Other than its
simplicity and the relation with a well-studied assumption, this candidate is
motivated by the FFT-friendliness of the resulting sparse PRG. Here too, we
conjecture n ~ k%2

— A new 2-local candidate with a slightly superlinear stretch. This construction
can be viewed as a natural extension of the “random local function” approach
to non-binary alphabets. The limitation on the stretch follows from known
limitations on the number of edges in a graph with no short cycles as well as
negative results from [7,67].

Our work provides additional motivation for the study of local PRGs over
large alphabets. We leave a more thorough analysis of asymptotic and concrete
security to future work.

Putting Things Together: Our PCG Constructions. Through different
combinations of candidate local PRG and HSS schemes, we obtain a collection
of implied constructions for both the honest-majority and the 2-party setting.
These are summarized at a high level in Fig. 1, and further detailed in Fig.5
in Sect.5.3.2. We present a selection of such corollaries for the case of a small
polynomial stretch and security threshold ¢ = 1.

Theorem 4 (PCGs for UV, informal). There are N-party, 1-secure PCGs
for generating n =~ k5 instances of length-B UV, with the following options.

~ N = 6: from Goldreich’s 5-local PRG [3,56] G : {0,1}* — {0,1}", with PCG
seed length ~ klog B.

~ N = 4: from the 3-local PRG candidate G : [B]* — [B|"™ of Barak et al. [7]
or our generalized sparse LWR candidate G : [2B]* — [B]", with PCG seed
length ~ klog B.

- N = 2: from the previous 3-local candidates + HSS for degree-3 polynomials
based on BGN [19,25], DCR [69,7}], or LWE [28], with seed length ~ kB.

In the case of the 2-party BGN-based construction, we also make use of
correlation-robust hashing [59] (or alternatively a random oracle). To avoid the
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high overhead and inverse-polynomial error of the distributed discrete-log pro-
cedure from [25] within the BGN-based scheme, we circumvent this procedure
by settling for generating a weight-1 correlation, which is the same as a UV cor-
relation except that the nonzero entry is random. This correlation is useful for
several applications, such as compressing many instances of a DPF with a small
input domain and large output group. We then show how to securely convert
this weight-1 correlation to a strict UV correlation using only (expected) 1 bit
of communication per UV instance, much less than its description size.

An advantageous property of all our PCG constructions, inherited from the
framework, is that evaluation is incremental. Namely, one need not expand the
full PCG in one shot, but rather can perform incremental amounts of local
expansion to obtain additional instances of the desired correlation.

Similarly to previous PCG constructions [15,19,20], most of our PCGs can
be easily extended to generating “authenticated” variants of the target UV or
LUT correlations by just doubling the (sublinear) seed size and the (linear)
expansion time. Also, the PCG approach “amortizes away” the cost of malicious
security (which reduces to the secure generation of a sublinear-size seed). Indeed,
distributed seed generation itself can be made relatively cheap for many of our
resulting PCGs. For example, for those relying on information-theoretic HSS (in
the case of strong honest majority), our PCG seeds consist simply of linear secret
shares of random unit vectors (corresponding to the regular sparse PRG seed),
which can be generated by a circuit whose size is close to the seed length. This
makes distributed seed generation via standard MPC techniques scale linearly
with the seed length, and quite reasonable in practice even for the malicious
case. Optimizing the concrete efficiency of distributed seed generation with mult-
DPF based compressed seeds or the 2-party PCGs is left as another direction
for future work.

Concrete Efficiency. To demonstrate potential practicality, we estimate the
concrete efficiency of some of our PCG constructions, based on plausible con-
jectures about the concrete security of local PRG candidates. Our estimates
are based in part on extrapolation from concrete efficiency estimates for binary
5-local PRGs [38,76-78] as well as concrete expansion parameters for random
graphs [4,80]. Similarly to other new assumptions in cryptography, it will take
a community effort to tune the concrete parameters and increase the level of
confidence in the security. It is important to stress in this context that more
conservative or aggressive parameter choices of the seed length and stretch of
the local PRGs only have a proportional affect on the seed length and stretch
of the derived PCG, but have almost no effect on the throughput, namely the
number of UV instances that can be generated per second. For this reason, the
potential practical value of our approach is not very sensitive to the exact choice
of parameters, at least in the honest-majority setting. Indeed, one can com-
pensate for new attacks by just increasing the seed size, without affecting the
throughput. We leave a more thorough analysis of the new candidates to future
work.
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Fig. 1. Overview of our constructions. The grey boxes represent the primitives known
in the literature whereas the white boxes are new to this work. “UV” and “AUV”
denotes Unit-Vector and Authenticated Unit-Vector respectively. Each red circled bul-
let represents a unique construction obtained by combining the boxes whose arrows
are incident on the bullet. (Color figure online)

To give some specific data points: In the case of 4-party (1-secure) PCGs,
we consider the construction based on our new 3-local “Sparse LWR” candidate
(Conjecture 3), which can leverage fast FF'T algorithms with the additional boost
of hardware support when the UV is shared over Z,. On a 2.6 GHz machine, we
estimate a per-core throughput of 1.4 x 10° length-16 UVs over Z, per second,
with PCG seed size 300KB and compression ratio 79 (compared to the best
practical alternative in this setting). Note that we do not need to batch the
UV generation. When the UV length becomes larger, the throughput decreases;
but we can still preserve a reasonable PCG seed size and a good compression
ratio!, especially for UVs over Z, when p is large (due to our new mult-DPF
construction): the throughput for length-2'® UVs over Z, where p = 26! — 1
(resp. Zy) is 8 UVs per second (resp. 24), with PCG seed size 82MB (resp.
79MB) and compression ratio 63 (resp. 3). See full version for more details.

! Intuitively, a compression ratio of s suggests that our PCG approach is sx better
compared to the baseline approach for compressing a given number of unit vectors
(more details are included in the full version).
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In the 2-party case, using lattice-based packed HSS for low-degree polyno-
mials, one can get a high throughput at the cost of long seeds (comparable to
the lattice-based PCG estimates from [19]). For shorter seeds with a much lower
throughput, one can use BGN-based HSS for degree-3 polynomials or DCR-
based HSS for higher degree polynomials. For example, with DCR-based HSS,
and with a packing technique using the Chinese Remainder Theorem, we can
get an estimated single-core throughput 1 UV per second for UV length 8 with
PCG seed size 102 MB and compression ratio 22. A higher throughput can be
achieved at the cost of higher PCG seed size.

2 Overview of Techniques

We now give an overview of our techniques, including the general framework for
constructing PCGs for UV correlations, our approach for building sparse PRGs,
the multiplicative (N, 1)-DPF construction, and applications.

2.1 Framework: PCG for UV from Sparse PRG + HSS (Theorem
1)

The starting point for our new approach is the simple “PRG-plus-HSS” frame-
work from [19,21] for obtaining PCGs for additive correlations. The construction
is based on homomorphic secret sharing (HSS) [25], a form of secret sharing that
supports homomorphic evaluation on individual shares, with additive reconstruc-
tion over some underlying Abelian group. The idea from these works is to provide
parties with HSS-shares of a random PRG seed. Then these shares can be locally
expanded to additive shares of any desired distribution D (e.g., of unit vectors),
by homomorphically evaluating the function that first computes the PRG and
then applies a sampling algorithm from D using the resulting randomness.
Despite its theoretical appeal, this unfortunately has not had much impact
in terms of practical constructions, as HSS schemes with the required homomor-
phism capability are broadly just too expensive. Recall that the HSS must in par-
ticular support homomorphic evaluation of a PRG. Even using low-complexity
PRG constructions (such as local PRGs), and with a target of generating sim-
pler correlations, attempts at applying the brute-force HSS approach typically
resulted in very high concrete costs (even given optimization efforts) [18,21].2
A unique exception is the LPN-based approach for PCGs initiated in [15,19],
which can be cast in the above light by interpreting a piece of the construction
as a (somewhat-unnatural) LPN-based PRG. Unfortunately, the approach seems
strongly tied to very simple types of correlations. Loosely, the lightweight HSS
in these constructions just barely evaluates the LPN-based PRG, and the only
additional homomorphic power (required for using the PRG output to sample

2 Composition between the PRG and even simple distribution sampling not only
increases the computation degree, but also ruins “restricted-multiplication friendli-
ness” of the computation. Several HSS schemes support “restricted” multiplications,
where one multiplicand must be an original input. Thus for each multiplication of
outputs from the PRG, one must be completely recomputed from scratch.
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from the target distribution D) is possibly evaluating the PRG multiplied by
a constant. It is not clear how to extend the approach to generate richer cor-
relations such as UV correlations or beyond without making the concrete costs
prohibitively impractical.

Sparse PRGs and Building PCGs. Motivated by the above, we introduce
and study a new primitive: sparse PRGs. As discussed, a sparse PRG is syntacti-
cally similar to a standard PRG, namely, a deterministic mapping that stretches
a short input vector to a longer output vector. The key difference is that, instead
of requiring the output vector be indistinguishable from a uniformly random vec-
tor, here we wish it to be indistinguishable from a random sparse vector. To this
end we allow the use of a structured random seed. For instance, the seed can also
be sparse.

We will be particularly interested in what we will refer to as regular sparse
PRGs, where the output is indistinguishable from a random sparse vector with
regular structure. In other words, it is comprised of n length-B (pseudorandom)
unit vectors. The term “sparse PRG” refers to this regular variant by default.

Given such a primitive, we observe that one can obtain PCGs for n length-
B UV correlations from HSS in a direct manner, avoiding the generic PRG
and distribution-sampling procedure. Instead, one can simply HSS-evaluate the
(regular) sparse PRG on the HSS-shared seed. The resulting outputs will be
additive shares of the long regular sparse random vector: namely, n random
length- B unit vectors as desired. This puts forth a more direct and simpler path
toward obtaining efficient PCG constructions for UV correlations.

Handling HSS with Non-negligible Error. The described approach applies
if the HSS scheme has negligible error and additive reconstruction. However, in
several HSS constructions, relying on group-based assumptions such as Deci-
sional Diffie Hellman (DDH) or bilinear maps, the additive reconstruction has
non-negligible error. This error comes from the procedure of converting an inter-
mediate form of (error-free) multiplicative sharing back to additive shares. For
example, after a single multiplication in the DDH-based HSS of [25], the two par-
ties successfully hold elements h and h - g*® multiplicatively sharing the product
ab.

As an additional contribution, we demonstrate that this intermediate mul-
tiplicative sharing can be leveraged to directly give meaningful PCG results
without error. More concretely, using such a multiplicative HSS, together with
correlation-robust hashing [59], we are able to directly obtain PCGs for the
related weight-1 vector correlation, where the nonzero entry is random. Weight-1
vector correlations already have many useful applications, including any appli-
cation of DPFs with large (non-binary) output size.

To instead obtain the standard UV correlation, with additive shares of 1 in
the nonzero positions instead of random offsets, there are two options forward.
From a theory standpoint, one can append “helper” information constituting Pri-
vate Information Retrieval queries to “correct” erroneous outputs, while main-
taining sublinear seed size, as done in [23] (for handling non-negligible HSS error
in sublinear-communication secure computation protocols).
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We provide an alternative, concretely efficient process, at the expense of a
small amount of communication between parties. As such, it does not constitute
a strict PCG, but does achieve a relaxed notion of PCG protocol, as considered
in [18]. Here, the PCG-type nontriviality is because the communication grows
sublinearly in the output correlation size. Specifically, to generate n length-
B unit vector instances over (FZ)" for finite field IF, our protocol will require
O(nlog|F|) bits of communication (sublinear for B € w(1)).

Our PCG protocol for UV correlations begins by generating the weight-1
correlation over F as mentioned above. The goal will then be for the parties to
identify the random F-payload in each (length-B) weight-1 vector instance, and
to divide each element of the vector out by this value (thus the need for field F).
This is done without revealing its location within the vector by sending the sum
of the B corresponding shares, and is performed iteratively until a nonzero sum
is reached (so that division can take place). We refer the reader to Sect. 5.3.1 for
further detail.

2.2 Building Sparse PRGs

Our next goal is then to build “HSS-friendly” sparse PRGs. In particular, we
will seek to minimize algebraic degree of the sparse PRG computation. Looking
ahead, we will present sparse PRG candidates with degrees anywhere from 2 to
5. The degree of the sparse PRG determines the corresponding homomorphic
evaluation requirement for the HSS.

A natural approach toward sparse PRGs is to simply start with a standard
PRG and use the (dense) pseudorandom output to define a longer sparse output.
While this works, it will not yield low-degree sparse PRGs. In fact, it can be
shown, using a simple application of Schwartz-Zippel lemma, that any sparse
PRG which consumes uniformly random seed bits must have degree d > [log B]]
where B is our desired sparsity parameter. This hints toward a possibility that
a non-uniform seed distribution can assist in reducing the degree.

Low-Degree Sparse PRGs from Local PRGs (Theorem 2). We describe
how to obtain a regular sparse PRG with degree d and sparsity parameter B
from any d-local standard PRG with alphabet size B.

While binary local PRGs do not seem to be very helpful in directly construct-
ing constant-degree sparse PRGs, it turns out that moving to the non-binary
regime completely changes the landscape. Concretely, let G be a d-local (k,n)
PRG over X of size B. The high-level idea behind the construction is simple:
Associate each symbol € ¥ in the local PRG input seed and expanded output
with its respective “sparse encoding” unit indicator vector = € {0, 1}B of length
|X| = B. Given a B-regular sparse input seed, we can then define the sparse
PRG’s B-regular expanded output by converting its symbols to the “dense”
representation domain, applying the local PRG, and then converting the output
back to “sparse” representation. See Sect. 4.2.1 for more details.

The required syntactic sparsity and output-indistinguishability requirements
follow directly by construction and the pseudorandomness of the original PRG.
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It remains to consider the resulting algebraic degree. For this, recall the start-
ing PRG was d-local; each output X-symbol y depends on only d input X-
symbols, y = p(x1,...,24). An alternative way of expressing this computa-

tion is p(z1,...,24) = E(ul,...,ud)EZd (p(ul, cooug) Hle[xi == ui]), where
[x; == wu;] denotes the bit equal to 1 iff x; is equal to u;. Over a ring X, the com-
putation of [x; == u;] has high degree. However, if the input z; is instead given
in its “sparse” representation Z; € {0,1}”, then the computation of [z; == u;]
is of degree 1 (namely, the value of the ith entry in Z;). Observing that each
p(uy,...,uq) is constant, it follows that the overall degree is d.

Related Approaches. We note that the high-level technique for reducing
degree via a sparse encoding of the input is quite standard, and was used before in
different cryptographic contexts (including instance hiding [8] and information-
theoretic private information retrieval [34]). However, in typical applications of
this technique, it either results in super-constant degree or in super-polynomial
blow-up to the input size. The use of local PRGs over large alphabets is the cru-
cial ingredient that allows up to obtain a small constant degree for any desired
level of sparsity.

A related application of using local PRGs with non-binary input alphabet
(and binary output alphabet) for reducing algebraic degree has been proposed
by Lin and Tessaro [66] in the context of basing indistinguishability obfuscation
on standard cryptographic assumptions. However, this approach has been essen-
tially abandoned, because its most appealing use case required 2-local PRGs in
a restrictive parameter regime that turned out to be too stringent to be realiz-
able [7,67]. In contrast, our main applications can benefit from local PRGs with
higher locality and milder stretch requirement, and moreover crucially rely on a
large output alphabet.

2.3 Building the (N, 1) Multiplicative DPF (Theorem 3)

We next build an N-party, 1-secure multiplicative DPF, where parties output
CNF shares [62] of the DPF output (which can typically be converted to degree-
1 Shamir shares). That is, for a DPF output value s, each party i outputs N —1
values (s;)je[n)\{i}> such that }° .y s; = s. Below we discuss the ideas behind
the construction; see the full version for a formal treatment.

At a high level, our mult-DPF scheme adopts the full binary tree structure
for DPF introduced and optimized in [24,26]. The leaves of the tree correspond

to the input domain {0, 1}e, and an internal node at depth ¢ corresponds to an
i-bit prefix. Eval assigns a pseudorandom value in {0, 1}’\+21°gN to each node
on the path from the root to the leaf = that it is evaluating. On a node that is
off the path to «, the N values computed by Eval(ky,x),...,Eval(ky,x) are all
identical. However, that same N-tuple of values on a node that is on the path
to « consists of independent pseudorandom values.

To achieve this distribution of values, each key includes a single independent

seed for a PRG G, two control elements in the range 0,...,N — 1, and N — 1
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public correction words in {0, 1})‘+21°gN for each of the ¢ levels of the tree.

Together, the seed and the control elements define the pseudorandom value at
the root of the tree. The N — 1 correction words for each level of the tree are
the same for all the keys. The values at the two children of a node v are defined
by using G to expand the seed of v to length 2(\ 4+ 2log N), and adding to the
left (right) half of the expanded string a correction word that is identified by the
left (right) control elements of v, with control element 0 corresponding to not
adding any correction word.

This structure ensures that if the values generated at v by evaluating two
keys ki, k; are identical, then the values generated at the children of v using
these two keys are also identical. The identity does not depend on the specific
values of the control elements and the correction words, only on the fact that
they are identical in v.

Therefore, if v is a node on the path to «, and w is its unique off-path child
then the goal is to choose the control elements of v and the correction words at
the level of u precisely so that the pseudorandom values at u generated across
all N keys are identical. The control elements in v determine which correction
word is added to the states of the children of v. If the N control elements of
v corresponding to its child v and taken across all keys are a permutation of
(0,...,N — 1) then the correction words for the level of u can be chosen to
satisfy the above property. The correction words must be long enough to control
the seed at u and the control elements of both children of an on-path node
v, so that the control elements corresponding to its off-path child are identical
across all keys, while the control elements in its sibling (which is on-path) form
a permutation of (0,..., N —1). Choosing this permutation at random, together
with the pseudorandom values on the path ensure that the construction satisfies
the DPF secrecy requirement.

The final phase of Eval acts in a way that transforms the distribution of
pseudorandom values at every leaf z # « to a CNF secret sharing of 0 over
R, and the pseudorandom values at the leaf o to a CNF secret sharing of f.
To achieve that, Eval(k;,z) first uses G to expand the seed at the leaf to N
elements in R, and adds the final correction words according to the control
element at z. Assume that the result computed up to this point (by party @) is
(g1,.-.,9nv_1) € RVN7L. For each 1 < i < N — 1, Eval(k;, r) outputs the shares
(9j);j+i together with gn = — Z?:ll gi, while Eval(ky,z) outputs (g;)jen—1]-
If the parties all agree on their values of (g1,...,gn—1), as is the case at every
leaf  # «, then the resulting output of the N keys is an (N,1) CNF sharing
of 0, regardless of the values of the control elements and of the final correction
words. Therefore, the correction words can be chosen with full flexibility, to set

the N parties’ (g1,...,gn—1) vectors to any N desired vectors, in particular such
that the final post-processed outputs at « is a CNF sharing of 5. (Namely, party
N will receive (r1,...,7Nn_1), party 1 will receive (ry — 8,7r2,...,7y—1) in order

to compute ry = [ — vaz_ll r;, etc.) Note that this “programming” ability
holds assuming the control elements across all keys at « form a permutation of

(0,...,N — 1), which is ensured by the previous steps.
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The resulting per-party key size will be O(N - (M + log|R|)), where R is
the output ring for the CNF shares. This corresponds to N correction words in
each of the ¢ levels, as well as the final leaf-level correction of the N parties’
length-(N — 1) vectors over the output ring R.

2.4 Applications

Our PCGs enable producing many independent pseudorandom instances of UV
correlations of short to moderate length. Each such UV correlation can be viewed
as a random N-party Distributed Point Function (DPF) [26,55] with feasible
domain size, and as such we immediately inherit a wide range of corresponding
applications. We next discuss some concrete applications.

Beyond UV Correlations. We start by observing that UV correlations can
be non-interactively and securely converted to other types of useful correlations.

LUT Correlations. A particularly useful example is that of a generic small-size
lookup table (LUT) correlation for a given function f : Gi, — Geut, consisting of
additive secret shares over Ggy,¢ of a randomly Gj,-shifted version of the truth
table of f along with the shift amount (see Definition 4) [27,42,45,60]. LUT
correlations have useful implications to secure computation over non-arithmetic
circuits, as discussed below. It was shown in [19] that a single LUT correlation
can be generated from a single UV correlation of the same length. Computa-
tionally, by using FFTs the local transformation from UV correlations to LUT
correlations can be performed in quasilinear time. Our new PCG constructions
for UV correlations directly provide compression of many LUT correlations.

Authenticated Versions. The “authenticated” version of a correlation (such as
UV or LUT) corresponds to both several instances of the original correlation, as
well as an additional copy where each instance is scaled by a global authenticator
value a. Such correlations support secure computation protocols with malicious
security, following the “SPDZ” paradigm [43]. Similarly to previous PCG con-
structions [15,19,20], most of our PCGs can be easily extended to generating
authenticated variants of the target UV or LUT correlations by just doubling
the (sublinear) seed size and the (linear) expansion time. The high-level idea is
to HSS secret share both a randomly sampled sparse PRG seed z € RF together
with rz € RF scaled by the desired scalar element r € R. The goal will be to
use this to homomorphically evaluate the sparse PRG output as before, as well
as r times the sparse PRG output. To do so, recall that the PRG evaluation is
expressible as a degree-d polynomial. Then the r-scaled PRG computation can
be expressed as the corresponding modified polynomial, where in each term one
copy of an input x; € R is replaced by its scaled counterpart rz;.
We treat these transformations in more detail in the full version.

Private Reading and Writing. Classic applications of feasible-domain DPF's
include private reading applications, such as multi-server private information
retrieval (PIR) [34] and other private search protocols. A single DPF enables one
PIR query, with communication to each server scaling as the DPF key size. Given
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a PCG for UV, the client can instead distribute a single compressed PCG seed to
each server (in an offline phase). For each online PIR query, the servers expand
a fresh UV instance with pseudorandom nonzero index i € [B] (computable by
the client). To issue its query g € [B], the client now need only send the offset
q — . This corresponds to optimal online communication complexity as well as,
given sublinearity of the PCG seed size in the number of instances, amortized
overall communication. (See further discussion in the full version.)

In a dual fashion, our PCGs provide comparable benefits to applications of
DPFs in private writing, such as in secure distributed storage [70], voting, and
aggregation. This underlies, e.g., Prio-style [35] applications for private collection
of aggregate statistics. We remark that the case of private writing over non-
binary alphabets is particularly suited to our PCGs for weight-1 correlations
(with random instead of 1 nonzero payload). Here, the client wishes to hide
both its write index ¢ and its secret aggregation payload v. In this case, the
client would send both an additive offset of the secret index ¢ — 7, as well as a
multiplicative offset v/r to convert secret shares of an expanded pseudorandom
weight-1 vector with nonzero index ¢ and payload 7 to one for the targeted values.

MPC over Non-arithmetic Gates. Access to LUT correlations enable highly
efficient secure computation of the corresponding LUT gates [27,42,45,60]. This
has been leveraged in the literature to provide significant concrete efficiency
improvements for motivated secure computation tasks (e.g., computing an AES
S-box using a single LUT gate). Our PCG constructions directly provide com-
pression of many LUT correlations. The compressed PCG seeds can either be
provided by an outside additional party/dealer, or securely generated via a small-
scale generic secure computation. For PCGs with sufficiently good stretch, the
communication from the PCG seed-generation procedure will be dominated by
the communication cost of consuming the PCG output. This amortization is
particularly prominent in the malicious-security setting: security of the full pro-
tocol can be reduced to secure generation of the authenticated variant of the
LUT correlations. For typical circuits, LUT-based secure evaluation can achieve
(slightly) sublinear communication in the circuit size, at a moderate computa-
tional cost. For instance, consider a neural network with small weights, where
LUTSs are used to securely evaluate the nonlinear activation functions. We refer
the reader to the full version for further discussion.

Binary-to-Arithmetic Conversion. Another useful application of unit-vector
correlations (which can be viewed as a special case of LUT) is binary-to-
arithmetic conversion. Here the parties have a bit x additively shared over Zs
and they would like to convert it into an additive sharing over Z,,, where n > 2.
As shown in prior works [2,52,73], this can be performed using a correlation
consisting of a random bit r which is additively shared both over Zs and Z,,.
Such a correlation can be obtained from UV correlations of just length B = 2
over the ring R = Zs X Z,, and outputting the first entry of the (length-2) unit
vector. For generating such UV correlations, we can use the generalized version
of our Local PRG to Sparse PRG transformation which allows for Local PRGs
with different input and output alphabet. Concretely, we can use a Local PRG
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with arbitrary input alphabet ¥, and binary output alphabet 3 = {0,1}. Also,
note that a Local PRG with even-sized output alphabet ¥’ can be converted
into one where the output alphabet ¥ = {0,1} by simply modifying the Local
PRG predicate function to map half the symbols in ¥’ to 0 and the remaining
to 1.

Binomial Noise. In the context of differential privacy (DP) [50] applications,
one requires the secure generation of noise sampled from an appropriate distri-
bution such as Gaussian. Prior works [49,51] do this by approximating Gaussian
distribution via Binomial distribution. Secret shared samples of Binomial distri-
bution are generated by first generating shares of independent Bernoulli samples
and then summing them up. In terms of communication efficiency, securely gener-
ating shares of multiple Bernoulli samples forms the main bottleneck. We observe
that our PCG for unit vector correlations directly gives us a way to silently gen-
erate many samples of Bernoulli (with the bias 1/B) by simply treating the first
entry in each (secret shared) output unit vector as the (secret shared) Bernoulli
sample. Note that in this case if suffices to generate the first entry of each UV.

3 Preliminaries

Notation. We let [n] denote the set {1,2,...,n}. Throughout the paper, we
use A to indicate a computational security parameter. By poly(\) and negl()\),
we mean the class \°(Y) and ﬁ respectively. We sometimes abuse notation
and use poly(\) and negl(A) to refer to a specific function from the respective
class. Given a security parameter A, we use PPT to denote a probabilitic poly(\)-
time algorithm and non-uniform polynomial time to denote a poly(A)-time algo-
rithm with poly(A)-size advice (equivalently, a family of poly(A)-size circuits).
We say that two distribution ensembles X = {X)}reny and YV = {Y)}ren are
computationally indistinguishable, denoted by X = Y, if for every non-uniform
polynomial-time algorithm A there exists a negligible function negl()), such that
for all A € N, we have | Pr[A(X,) = 1] — Pr[A(Y)) = 1]| < negl(N).

We will denote matrices with bold capital letter (e.g. A, B, etc.) and vectors
with bold lowercase letter (e.g. u,v, etc.). By default, vectors are assumed to
be row vectors. We write Al; ; to denote the (i, )" entry of A. For an ordered
set/sequence s, we will use s|; to denote the i*" entry of s. Given a vector v of
length |v| = n, the notation HW(v) denotes the hamming weight of v, i.e., the
number of nonzero entries in v. For strings/vectors v, we will use v; to denote
the i letter /element. Given a distribution D, we denote by Im(D) the image of
D (i.e., its support set).

Useful Quantities. The min entropy of a random variable X with values in X,
denoted by Heo (X), is defined as minge x log(m).

3.1 Pseudorandom Generator (PRG)

Definition 2 (Pseudorandom Generator (PRG)). Let k& = k(\),n =
n(A),s = s(\) be polynomially bounded functions. Let ¥ = {0,1,...,s — 1}



362 A. Agarwal et al.

be an alphabet of size s(\) (s = 2 by default). We say that a family of functions
G = {G, : ¥ — ¥}, ¢y is a (k,n) pseudorandom generator (PRG) over ¥ if
the following conditions hold:

— Nontriviality: For all sufficiently large A, we have n(\) > k()\);
— Efficiency: G is computable in (uniform) time poly(\);
— Security: The following ensembles are computationally indistinguishable:

$ $ .
{yly = 2"~ {Ga(a)]e = =Y,
We will be interested in the following efficiency metrics of G:

— Stretch: We will consider either the additive stretch n(\) — k(\), the mul-
tiplicative stretch n(\)/k(X), or the stretch function n(k) when the output
length is determined by the input length.

— Locality: We say that G is d-local if for all A and j € [n()\)], the 5 output
symbol of GG is a function of at most d input symbols.

— Degree: When X represents a ring R (or, more generally, 3 C R), we say
that G has degree d if for all A and j € [n(\)], the j*® output of Gy is a
multivariate polynomial (over R) of total degree < d in the inputs.

Remark 1. We will sometimes consider a natural generalization of the definition
that allows distinct input and output alphabets. When |X| = 2 (for both input
and output), we will refer to the PRG as a binary PRG.

Remark 2. We note that a PRG G with output alphabet ¥ implies a PRG G’
with output alphabet ¥’ where |¥'| is a divisor of |X|. G’ simply runs G and
applies an arbitrary balanced map from ¥ — Y’ on the output of G.

3.2 Homomorphic Secret Sharing (HSS)

Homomorphic secret sharing (HSS) [25] can be viewed as the natural secret-
sharing analogue of fully homomorphic encryption. We will be mainly interested
in HSS schemes that support the evaluation of low-degree multivariate polyno-
mials on shared input vectors. Unlike some HSS schemes for polynomials from
the literature [61,65], here we require by default an additive representation of the
output, namely the output is the sum of the output shares over some publicly
known Abelian group. More formally, we consider degree-d HSS over a finite
ring R. We view the ring as being implicitly defined by the security parameter
A, and assume that ring operations can be performed in time poly(X). We refer
the readers to the full version for the formal definition.

3.3 Pseudorandom Correlation Generators (PCG)

Pseudorandom correlation generators (PCGs) [19] for a target n-party correla-
tion provide a means for locally expanding short seeds into long pseudorandom
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strings with the desired correlation. In this work, we will frequently be consider-
ing unit vector correlations, wherein n random and independent unit vectors are
additively secret shared across two or more parties. We refer the readers to the
full version for the formal definition of PCG.

Low-Weight Additive Correlations. In this paper, we will focus on con-
structing PCGs for forms of unit vector and weight-1 correlations, corresponding
to additive secret shares of several independent instances of random unit or
weight-1 vectors over a ring R. We additionally consider the correlation of addi-
tive secret shares of a single long sparse vector.

Definition 3 (Useful Target Distributions). Given a block length B and
a ring R, we define the following distributions:

— Dyv(B,R) (Unit-vector distribution): Sample a random index j* « [B] and
output a vector e;-, where e;« € REB is the unit vector with 1 € R at index
j* € [B] and 0 € R otherwise.

— Dauvv(B,R,n) (Authenticated unit-vector distribution): Sample a random
value r < R and n vectors ey, ..., e, where e; < Dyy(B,R) for all i € [n].
Output ({eia r- ei}ie[n]a T)'

— Dwt1(B,R) (Weight-1 vector distribution): Sample a random index j* «— [B]
and value r «+ R. Output vector r - e;«, where e;- € RE is the unit vector
with 1 € R at index j* € [B] and 0 € R otherwise.

— DLuT(Gin, Gous) (Lookup-table distribution): Let Gy, be an arbitrary abelian
group of order B with group operation +g,, (the usual choice of Gy, is Zp
or (Z)? where B = 2°). Given a public truth table T : G;, — Goyut, sample a
random offset r «— Gy,. Output ({y; bicg,,,r) where y; = T(i +g,, 7).

Definition 4 (Useful Target Correlations). Given a block length B, ring
R, and number of parties N, a correlation generator C, for distribution D,
simply outputs N-party additive secret shares of a sample from D, over the
appropriate domain, where * € {UV,wtl, LUT}. We use a C notation to denote
a concatenation of n independent samples from the correlation C,. For authen-
ticated unit-vector, we have an additional parameter n denoting the number of
instances and the correlation generator Cayy(B, R, n) simply outputs N-party
additive secret shares of a sample from Dayv (B, R,n) over R. When R is omit-
ted, it is understood to be Zs.

Remark 3. Note that the correlation C, w.r.t a distribution D, (Definition 4)
is reverse-sampleable (see the full version for details) for any ¢ < N. This fol-
lows because given any 7' C [N] shares (R;);e 7] where |T'| < N, the RSample
algorithm can sample uniformly random N — |T| — 1 shares (R});c[n—|r|—1] and
set the last remaining share RﬁV*\T\ to be X — Zie[\T\] R; — Zie[Nimfl] R;. Tt
finally outputs {R}};cin—|7-

Remark 4. In the full version, we show that CLyt(Gin, Gout) and Cyv(B,R) are

equivalent to each other in the sense that they can be locally and securely con-
verted from one form to another.
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4 Sparse Pseudorandom Generators

In this section, we define our new notion of sparse PRGs and describe a general
construction based on local PRGs over non-binary alphabets. Finally, we discuss
different instantiations of such local PRGs, based on both existing candidates
and new candidates.

4.1 Defining Sparse PRGs

At a high level, a sparse PRG naturally extends the traditional notion of PRG
by requiring the output to be indistinguishable from a random “sparse” vector.
We consider two notions of sparsity: a reqular B-sparse distribution is a con-
catenation of random length-B unit vectors (containing 1 in a random position
and 0 elsewhere), whereas a non-regular B-sparse distribution is a concatenation
of independent Bernoulli variables with success 1/B (i.e., each output entry is
1 with probability 1/B and 0 otherwise). By default, we will focus on regular
sparsity for this paper. Finally, we will be interested in minimizing the alge-
braic degree of the sparse PRG over some underlying ring R (Z2 by default). To
this end, we will allow the sparse PRG seed to be sampled from an arbitrary
distribution.

Definition 5 (Sparse PRG). Let A denote a security parameter, and k = k()
(seed length), n = n(\) (output weight), and B = B(\) (sparsity parameter)
be positive integers. Let R = R(\) be a finite ring, where R = Zy by default.
A (regular) sparse PRG with parameters (k,n,B,R) is defined by a pair of
algorithms SPRG = (SPRG.Gen, SPRG.Exp) with the following syntax:

~ SPRG.Gen(1%) is a PPT algorithm that given a security parameter \ outputs
a seed x € RF.

— SPRG.Exp(z) is a deterministic polynomial-time seed expansion algorithm
that given a seed x € R¥ outputs a vector y € R"B.

The above algorithms should satisfy the following requirements:

— Security: The output distribution of SPRG.Exp(z), where z is sampled from
SPRG.Gen(1?), is computationally indistinguishable from the ideal B-sparse
output distribution D,, g, defined to be the concatenation of n independently
sampled random unit vectors in R5.

— Non-triviality: For all sufficiently large A\, we have H. (SPRG.Gen(1%)) <
Hoo (Dr,B) — 1.

We say that SPRG has degree d if each output entry of SPRG.Exp(z) is a
multivariate polynomial of degree at most d in z (over R).

A central objective of this work is the construction of constant-degree sparse
PRGs for any polynomial B(A) under plausible cryptographic assumptions.
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Remark 5 (On the non-triviality requirement). The above non-triviality require-
ment implies that the SPRG.Exp must add a non-negligible amount of (pseudo-)
entropy to the seed, ruling out information-theoretic constructions where com-
putational indistinguishability is replaced by statistical indistinguishability.

Remark 6 (On different notions of stretch). Unlike the standard notion of a
PRG, where the stretch is uniquely defined by input and output lengths, there
are several useful notions of stretch for a sparse PRG. The most natural one,
corresponding to our non-triviality requirement, compares nlog B (the pseudo-
entropy of the output) to the entropy of the seed. However, it will often be useful
to consider a more stringent notion of stretch comparing n log B to the entropy of
a uniformly random seed in R*, namely the bit-length & log |R| of the seed. This
corresponds to applications where the seed needs to be communicated and stored
in uncompressed form. Most of our constructions of constant-degree sparse PRGs
will in fact achieve superlinear stretch even under the more stringent notion.

Remark 7 (On the need for a non-uniform seed distribution). For any k-variate
nonzero polynomial p of degree d over Zo, the probability that p(z) = 1 when
evaluated at a random = € {0,1}" is at least 1/2%. It follows that any sparse
PRG over Zy with uniform seed distribution and sparsity parameter B must
have degree d > [log B]. See the full version for details.

Remark 8 (On regular vs. non-regular sparsity). Our main notion of a sparse
PRG considers an ideal target distribution which is regular in the sense that
each block of B output entries contains exactly a single 1. This is motivated
by a variety of cryptographic applications. However, one may also consider a
natural non-regular variant, where each entry of the ideal target distribution
D,,,p is independently sampled to be 1 with probability 1/B and 0 otherwise.
While not as useful as the regular variant, non-regular sparse PRGs can also
be motivated by applications such as secure distributed generation of secret-
shared discrete Gaussians or LPN noise. Note that any regular sparse PRG with
a sufficiently good stretch can be converted into a non-regular sparse PRG of
the same degree by simply outputting the first entry of each block.

4.2 Low-Degree Sparse PRGs from Non-binary Local PRGs

We will now describe our main construction of low-degree sparse PRGs from local
PRGs. Looking ahead, being low-degree will serve as an HSS-friendly property,
enabling the construction of efficient PCGs under a variety of assumptions. We
start by defining convenient notation for describing local functions. For consis-
tency with the standard terminology of binary local PRGs, we will abuse the
term “predicate” and use it even in the non-binary case.

Definition 6 (Local functions). Given a sequence II of d-tuples 71, ...,m, €
[k]¢, and sequence P of predicates pi,...,p, : ¥ — X, the d-local function
Grop : XF — " is naturally defined by Grnp(z) = (p1(x,)s-- s Pn(Tx,))s
where for any i € [n], ¥, € ¢ is the d-tuple of input symbols in = indexed by
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the tuple m; € [k]?. Namely, for x = (z1,...,2x), and m; = (mi1,...,7iq), We
have &, = (Tr, 1s. s Tr, y)-

We will sometimes use a generalized version that allows for different input and
output alphabets, and will sometimes refer to only a single predicate p, with the
understanding that this means that p; = p for all ¢ € [n].

4.2.1 Sparse PRG from Local PRG
We now describe a simple construction of degree-d sparse PRGs with sparsity
parameter B from d-local PRGs over alphabet of size B.?> We defer the proof of
the following theorems to the full version.

Theorem 5. Let d € N and let B, k,n be polynomial in . Suppose there is a
d-local (k,n)-PRG G over X of size B. Then, for any ring R = R(\), there is a
(k',n',B,R) sparse PRG G' of degree d (over R) where k' = k- B and n’ =n.
Moreover, G’ can be computed using O(ndBd) operations in R.

The formal proof is given in the full version; here we provide the construction.
Let u € {0, 1}B, where 0 € R and 1 € R, indicate the unit-vector encoding of
a symbol u € ¥, and let @’ indicate the i*" bit (0-indexed) of %. For example,
if ¥ = {0,1,2,3} and u = 2, then w = [0,0,1,0], a° = 0, u?> = 1. Assuming
we have a d-local (k,n) PRG G over X of size B, with a sequence of d-tuples
T1,..., T € [k]? and predicate p : ¥ — % (Definition 6), we now provide a
formal description of the sparse PRG G’ with parameters (k' = kB,n’ = n, B, R)
in terms of the syntax defined in Definition 5.

— SPRG.Gen(1*) — Z: Sample a uniform = € ¥ and sets 7 = 71| ...||7x,
where for any ¢ € [k], Z; is a length-B unit-vector encoding of z;. Output
7 €{0,1}* as the seed (k' = kB), where 0 € R and 1 € R.

— SPRG.Exp(z): On input z € {0, 1}k/, parse T as k length-B vectors, namely

z1||...||zk. Output ¥ = #1l|...||yn’, where n’ = n and for any i € [n/],
yi € {0, 1}B is computed in the following way:
Vie[Bl:gl = > am, e (1)

(U1,e.yuq)€D?
(U1, ;ua)=j

where the multiplications and additions are performed over R.

Corollary 1. In Theorem 5, if ¥ is a group of size B, then sparse PRG G’ can
be computed using n(d — 1)B? group operations.

3 We describe a natural generalization of our construction in the full version which
allows for Local PRGs with different input and output alphabet. Here we restrict to
Local PRGs with same input and output alphabet for simplicity.
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Remark 9 (Further speedup using FFT). Corollary 1 gives the evaluation time
using the naive convolution over groups where per convolution has cost O(B?).
When ¥ is instantiated with alternating groups (which is non-Abelian), this
O(B?) term can be reduced to O(Blog"® B) using FFT [47] (see details in the
full version). In Sect. 4.2.3, we propose a FFT-friendly local PRG candidate (on
Abelian groups) with O(B log B) evaluation time per unit vector, with additional
acceleration by hardware support for polynomial multiplication over Zo [57].

4.2.2 Non-Binary Local PRG from Binary Local PRG

We observe that any binary d-local PRG implies a d-local PRG over any ¥ whose
size is a power of 2. This fact, captured by the next lemma, will be useful for
basing low-degree sparse PRGs on (by-now) standard assumptions. The proof of
Lemma 1 is deferred to the full version.

Lemma 1. Let d,b € N and B = 2°. Assuming an d-local (k,n) binary PRG,
there exists an d-local (k,n)-PRG over ¥ ={0,...,B —1}.

Combining Lemma 1 and Theorem 5, we get the following corollary.

Corollary 2 (Sparse PRG from binary local PRG). Letd € N and let
B, k,n be polynomial in . Suppose there is a d-local (k,n) binary PRG G. Then,
for any ring R = R()\), there is a (K',n', B,R) sparse PRG G’ of degree d where
kK =k-B andn =n.

Conjectures on Binary Local PRGs. We provide the main conjecture here
which captures the current state of the art and refer the readers to the full
version for a detailed discussion.

Conjecture 1 (Binary local PRGs). There exists a 5-local binary PRG with
stretch n = k'5~¢, for any € > 0, and an d-local binary PRG with stretch
n = k@ for any constant d. In both cases, k() = A9() suffices for security
against 2*-size distinguishers.

A bit more explicitly, for the case d = 5 it is conjectured that the “T'SA predi-
cate” p = x1x9+w3+a4+ws suffices, and for general d the “MAJ-XOR” predicate
p = MAJ(21,...,74/2]) + XOR(%|4/2)41,- -, 2a) suffices (where additions are
modulo 2). These conjectures are supported by provable security against linear
attacks and other kinds of attacks [5,68].

Combining Corollary 2 and Conjecture 1, we get the following corollary.

Corollary 3 (Degree of sparse PRG from binary local PRG). Lete > 1
be a stretch parameter and B = 2° polynomial in X. Suppose Conjecture 1 holds.
Then, for any ring R = R(\), there exists a (k,n, B,R) sparse PRG of degree
d=0(e), ord=5 ife < 1.5, where k = \°M) . B and n = k°.
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4.2.3 0Old and New Candidates for Non-Binary Local PRG

We turn to describe candidates for direct constructions of local PRG over non-
binary alphabets, motivated by the possibility to get below the d > 5 locality
bound of the binary construction. We list here our conjectures and defer detailed
description and the reasoning behind our choices to the full version.

Local PRG from Non-Abelian Groups. We start with an elegant candidate
construction based on simple non-Abelian groups, proposed by Barak et al. [7].

Congecture 2 (d-local PRG candidate based on non-Abelian groups [7]). Let d > 3
be a locality parameter and ¥ = X()) be a finite, simple non-Abelian group G
(by default: an alternating group G = A;) with group operation * and size
|G| < poly(X). Consider the d-local function Gy, p over 3 (Definition 6) where

— TII is a sequence of randomly chosen d-tuples from [k]%;
— P consists of n copies of the predicate

Di(T1,. .., Tq) > Ty K.k Ty

Then, for every € > 0, G p is an d-local (k,n) PRG over ¥ for k = A and
n = k%?=¢ (except for A=) failure probability over the choice of II).

New Candidate: “Generalized Sparse LWR” PRG. Our next candidate
can be viewed as a conservative sparse variant of the Learning with Rounding
(LWR) assumption [6] and is motivated by the goal of speeding up the asymp-
totic and concrete time required for evaluating the sparse PRGs (and the PCG
constructions that use them) via standard FFT algorithms. This exploits the
fact that Abelian group addition in the dense domain corresponds to standard
convolution in the sparse domain.

Conjecture 8 (d-local “Generalized Sparse LWR” PRG candidate). Let d > 3 be
a locality parameter, ¢ > 2 be an information loss parameter (¢ = 2 by default),
B = B()) and Bi, = ¢+ B. We define the cyclic groups i, = Zp, and ¥ = Zp.
Consider the d-local function G, p over input alphabet X, and output alphabet
Y. (Definition 6) where

— II is a sequence of randomly chosen d-tuples from [k]%;
— P is a sequence of predicates p1,...,p, defined by

pi: (.131, . ,xd) — L; (Permm(xl) 4+ ...+ Permi7d(xd)),

where for all i € [n] and j € [d], Perm; ; : ¥iy — i, is an independently chosen
(public) random permutation over ¥, and the sum is taken over ¥, = Zp, .
Furthermore, for all i € [n], L; : 5, — X is lossy c-to-1 “rounding” function
L; : Zp, — Zp mapping y to |y/c].

Suppose B(A\) = w(logA). Then, for every ¢ > 0, G p is a d-local (k,n) PRG
over input alphabet i, = Zp, and output alphabet ¥ = Zp for k = A and
n = kd/2-¢ (except for A=) failure probability over the choice of II).
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Note that this candidate is intuitively more conservative than a sparse varaint
of standard LWR in the following sense. In LWR, we have a strong “algebraic”
structure of scalar multiplications instead of our random permutations. Here we
eliminate this structure. We also note that a 3-local variant of sparse (binary)
LPN has been previously used in the literature (cf. [17]), where the locality does
not count the LPN noise. Here the “noise” is obtained via the rounding.

Finally, we note that a simpler variant of our candidate that avoids the final
rounding step (with inputs and outputs in Zg) can be broken when n > kB.
Indeed, suppose B = 2°. Now, viewing each permutation as a mapping from Z5 to
75, this mapping involves B different monomials, with a total of kB monomials
over all permutations. The key observation is that the least significant bit of
additions in Zp can be viewed as (noiseless) addition in Zsy, so each of the n
outputs gives a new Zs linear equation in the kB monomials. The rounding step
eliminates this kind of attacks by adding noise to the linear equations.

New Candidate: 2-Local PRG with Slightly Superlinear Stretch. We
turn to our final (and most speculative) candidate, which is a variant of “random
balanced 2-local function” constructions proposed and analyzed in [7,66].

Congecture 4 (2-local PRG candidate). Let Yoyt be an output alphabet of size
B = B()) and X, be an input alphabet of size m- B for m = m(\) > 1. Consider
the 2-local function Grp,p over ¥ (Definition 6) with the following parameters.

— IT is a sequence of n pairs that form a graph with girth at least g = g(k) over
the node set [k];

— P is a sequence of n random 1-resilient predicates p; : Xin X Xin — Zoug-
A predicate p(x1, x2) is 1-resilient if its output is uncorrelated with each input;
namely, for each (y,z1) there are exactly m = |3i,|/|Zous| values of z such
that p(z1, 2) =y, and similarly for each (y,z2).

Suppose B, m, k,n, g are functions of X such that: (1) mB < \°() (for efficiency
of the sparse PRG); (2) (mB)* > A0 (to avoid brute-force attack on the
seed); (3) n < klogk - B (to avoid attacks on 2-local PRGs from [7,67]); (4)
m9 > AW (to avoid cycle-based attacks); (5) nlog B > w(klog(mB)) (for
superlinear stretch). Then, G, p is a 2-local (k,n) PRG over input alphabet %,
of size mB and output alphabet X, of size B.

In particular, the above conditions can be all met by setting k = A\, B = k,
m = Vk, n=k-log’k (or even n = k- 2V1°8%) and where II defines a graph
with k& nodes, n(k) edges, and girth g(k) = w(1).

Because of the poor asymptotic stretch of this candidate, it is mostly of
theoretical interest. Determining whether it can lead to concretely efficient con-
structions will require a refined security analysis.

5 PCG for Unit-Vector Correlations

In this section, we show how to use the sparse PRGs from the previous section
to obtain pseudorandom correlation generators for unit vector and related useful
correlations, by making use of homomorphic secret sharing (HSS) [25]. Here we
discuss the resulting PCG constructions.
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5.1 General Blueprint from HSS

In this section, we demonstrate a simple framework for obtaining PCGs for
unit vector and related correlations from sparse PRGs by use of homomorphic
secret sharing (HSS). Recall that HSS is a form of secret sharing that supports
homomorphic evaluation on individual shares, such that the resulting evaluated
outputs additively recombine to the desired computation output. Below we give
the theorem for the PCG framework and defer the proof to the full version.

PCG for Unit Vector Correlations using HSS
(SPRG.Gen, SPRG.Exp) is a (k,n, B, R) sparse PRG; (HSS.Gen, HSS.Eval) is N-party
HSS over R.
— PCG.Gen(1*): Sample seed x < SPRG.Gen(1*). Output the shares (s1,...,sy)
HSS.Share(1*, 2).
— PCG.Expand(i,s;):  Output the  homomorphic evaluation y; =
HSS.Eval(i, si, SPRG.Exp(-)) of the degree-d computation SPRG.Exp applied t
the HSS share s;.

Fig. 2. PCG for unit vector correlations Cyy(B, R)" from sparse PRG and HSS.

Theorem 6 (Framework: PCG for Unit Vector Correlations). Let
SPRG = (SPRG.Gen,SPRG.Exp) be a degree-d sparse PRG with parameters
(k,n, B,R) (Definition 5). Let (HSS.Gen, HSS.Eval) be an N-party, t-secure HSS
scheme for degree-d polynomials over R, with per-party share size s for inputs
in R¥, and pseudorandom outputs. Then the scheme (PCG.Gen, PCG.Expand)
from Fig. 2 is a t-secure PCG with seed size s for correlation Cyy(B,R)™ as in
Definition 4.

We next turn to producing a PCG for the authenticated unit vector correla-
tion, Cauv (B, R,n). The high-level idea is to HSS secret share both a randomly
sampled sparse PRG seed z € R* together with 72 € R* scaled by the desired
scalar element r € R. The goal will be to use this to homomorphically evaluate
the sparse PRG output SPRG.Exp(z) as before, as well as r times the sparse
PRG output, - SPRG.Exp(z). To do so, recall that SPRG.Exp is expressible as a
degree-d polynomial. Then r - SPRG.Exp(z) can be expressed as the correspond-
ing modified polynomial, where in each term one copy of an z; is replaced by
its scaled counterpart rz; (see f in Fig.3). The resulting PCG construction has
twice the key size, and twice the expansion time, due to the additional value rz
to be HSS secret shared. The proof of the following proposition holds directly
from that of Thoerem 6.

Proposition 1 (PCG for authenticated unit vector correlations). Let
(SPRG.Gen, SPRG.Exp) and (HSS.Gen, HSS.Eval) be as in Theorem 6. Then the
scheme (PCG.Gen, PCG.Expand) from Fig. 3 is a secure PCG with seed size 2s
for correlation Cauv(B, R,n) as in Definition 4.
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PCG for Authenticated Unit Vector Correlations using HSS
(SPRG.Gen, SPRG.Exp) is a (k,n, B, R) sparse PRG; (HSS.Gen, HSS.Eval) is N-party
HSS over R.

— PCG.Gen(1*): Sample seed = ¢+ SPRG.Gen(1*) (where = € RF), and random

r < R.
Sample shares (s1,...,sy) < HSS.Share(1*, (z,rz)), where (z,rz) € R?*.
Output (s1,...,8n).

— PCG.Expand(i, s;): Output y; = HSS.Eval(i,z;, DoubleExpand(-)), where

DoubleExpand : R* x RF — R"P is the degree-d DoubleExpand(z,z) =
(SPRG.Exp(z), f(x,2)), for f defined as follows. Given SPRG.Exp(z) =

Z Qi ,.yig, <H?:1Iij> , then f(z, z) 1= Z Qi i, (Zill_[?:z»fij) .

1< <ig<k 1< <ig<k

Fig. 3. PCG for auth. UV correlations Cauv(B, R, n) from sparse PRG and HSS.

5.2 HSS for Low-Degree Polynomials

We next discuss relevant existing HSS constructions from the literature, as well
as a new DPF-based construction that is tailored to the case of sparse inputs.

5.2.1 Honest-Majority HSS (Information Theoretic & OWF)

Theorem 7 (Information-Theoretic HSS [9,33,41]). For any N,d,t,n € N
for which N > dt, and any ring R, there exists information-theoretic N -party
t-secure HSS for degree-d polynomials over R, in which the share of each party
for inputs in R consists of at most poly(N) - k elements of R.

In particular, for R =T finite field of size |F| > N, this is achievable with
each share in R; for R = Zs, it is achievable with each share in RI&N] (both
via Shamir secret sharing).

Note that we will typically consider the number of parties N as constant, in
which case the poly(N) term in the share size expression above is itself constant.

Remark 10 (Compressing IT-HSS shares using OWF). In the information the-
oretically secure HSS scheme above, ¢t of the parties’ shares are random ring
elements. By making use of pseudorandom generators, these random shares can
be compressed, decreasing the corresponding share size [11,40].

“Sparse HSS” via Multiplicative DPF. Recall from the discussion in the
Introduction that we can use a multiplicative form of Distributed Point Func-
tions (DPF) [26,55] to obtain a notion of degree-d HSS for sparse inputs that
is sufficient for our PCG construction framework. In effect, this will enable us
to significantly compress the HSS share size (corresponding later to PCG seed
size), while still maintaining low-degree homomorphism, based on just PRGs.
More concretely, we provide a new construction of N-party, 1-secure multi-
plicative DPF's where the parties locally compute CNF shares of the correspond-
ing outputs. This further enables non-interactive conversion to an assortment of
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other linear secret sharing schemes, including Shamir shares. Our construction
improves on the (3,1) CNF-DPF of [32], both by extending to (N, 1) for N > 3,
and improving the seed size (and complexity of share generation and evaluation)
for N = 3. We prove the following theorem in the full version.

Theorem 8 ((N,1)-multiplicative DPF). Assuming a black-box access to
a PRG with seed length A, there is an (N,1)-CNF DPF for point functions

fap {0, 1}2 — R with per-party key size O(N - (M + log |R])).

A simple corollary of Theorem 8 is a PRG-based N-party HSS for multivari-
ate polynomials of degree d = (N — 1) over R, with B-regular sparse inputs in
RFB | with per-party share size O(Nk - (Alog B + log |R])).

5.2.2 Dishonest Majority
We next present HSS results from the literature within the setting of dishonest
majority; particularly, 2-party HSS.

Theorem 9 (2-party additive HSS). The below efficiency costs correspond
to HSS sharing of an input in RF for the listed ring R, and for homomorphic
evaluation of m multiplication gates wherein each gate involves an R-element
from the original input.

- (QR). [29,48] Assume the Quadratic Residuosity assumption holds for Z7%,
for M € N. Then there exists 2-party HSS for degree-2 polynomials over
R = Zo, with share size O(k) Z3 -elements, and evaluation cost dominated
by O(m) exponentiations in Z3;.

- (DCR). [69,7}] Assume the Decisional Composite Residuosity assumption
holds for Z3,, for M € N. Then there exists 2-party HSS for degree-d polyno-
mials over R = Zyr, with share size O(k) Zyr-elements, and evaluation cost
dominated by O(md) exponentiations in Zy ..

Definition 7 (Multiplicative HSS). Let d be a positive integer, and G a
cyclic group of order ¢ with generator g. An N-party, ¢ secure degree-d multi-
plicative HSS scheme over G is a pair of PPT algorithms (MHSS.Gen, MHSS.Eval)
with the same syntax and ¢-security of additive HSS over Z,, but with the fol-
lowing modified correctness property.

— Multiplicative correctness: For every poly(\) there exists a negligible
negl(\) such that for every )\, input x € R¥ (where R = R())), and degree-d

arithmetic circuit P of size poly(\) we have: Pr {HiE[N] Yi # gP(m)} < negl(A),

where probability is taken over (si,...,sy) « MHSS.Share(1*,x) and for
i € [N], y; = MHSS.Eval(i, s;, P).

Theorem 10 (2-party Multiplicative HSS). The below efficiency costs cor-
respond to HSS sharing of an input in RF for the listed ring R, and for homo-
morphic evaluation of m multiplication gates wherein each gate involves an R-
element from the original input.
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— (DDH). [25] Let G be a cyclic group of order p for which the Decisional
Diffie-Hellman assumption holds. There exists 2-party multiplicative HSS for
degree-2 polynomials over R = Z, with share size O(k) G-elements, and
evaluation cost dominated by O(m) exponentiations in G.

— (Subgroup decision). [19] Let G1,Go,Gr be cyclic groups of prime order p,
such that Gy, Go are elliptic-curve groups of, there exists a non-degenerate
bilinear map e : G; X G — Gy, and the subgroup decision assumption holds
on Gy X Gg. There exists 2-party multiplicative HSS for degree-3 polynomials
over R = Z, with share size O(k) G1 and Ga elements and evaluation cost
dominated by O(m) pairings and O(m) exponentiations in Gy.

5.3 Putting Things Together

We now combine the general framework from Theorem 6, together with various
sparse PRG construction candidates and the HSS schemes from the full version.
We begin in Sect. 5.3.1 by showing how to extend the basic framework from addi-
tive HSS to also yield PCG-type constructions from multiplicative HSS. Then
in Sect. 5.3.2 we present the overall collection of implied PCG constructions.

5.3.1 Generating Correlations from Multiplicative HSS

We next show how to obtain useful correlations from HSS with multiplicative
reconstruction. We begin by directly constructing a PCG for the random weight-
one vector correlation Cyi1 (B, R)™; namely, secret shares of many independently
random weight-1 vectors over R. This correlation has useful applications, such
as for compressing the seed size of Distributed Point Functions (see the full
version). We then further use this PCG as a stepping stone toward generating
UV correlations from multiplicative HSS, with a small amount of communication
between parties.

PCG for Weight-1 Vector Correlations. The PCG scheme for Cy1 (B, R)"™
is achieved by two simple steps: First, we observe that directly applying the
PCG construction for authenticated unit vector correlations from Proposition 1
yields correlated vectors over G which differ by Cayv(B,Zq,n) in the ezponent
space Zq of G. In particular, considering just the second part of the correlation,
the disagreeing elements each differ by a fixed multiple g" (here, r € Z, is the
authentication scale factor in Cayy). From here, we make use of correlation-
robust hashing from G into R in order to destroy this structure, resulting in
secret shares over the desired output space R that differ by 0 in most locations,
and by independent random values in the others.

PCG Protocol for Unit Vector Correlations. In order to obtain the stan-
dard unit vector correlation Cyy(B,R)™ (which we achieve for R = F a finite



374 A. Agarwal et al.

field), with additive shares of 1 in the nonzero positions instead of random off-
sets, our process requires a small amount of communication between parties. As
such, it does not constitute a strict PCG, but does achieve a relaxed notion of
PCG protocol, as considered in [18]. Here, the PCG-type nontriviality is because
the communication grows sublinearly in the output correlation size. More specif-
ically, to generate n length-B unit vector instances over (FZ)", our protocol will
require O(nlog |F|) bits of communication (sublinear for B € w(1)).

Our PCG protocol for Cyy (B, F)™ begins by generating the weight-1 correla-
tion correlation over F from our PCG above. The goal will be for the parties to
identify the random F-payload in each (length-B) weight-1 vector instance, and
to divide each element of the vector out by this value (thus the need for field
). This payload can be identified without revealing information on its location
within the vector, by each party sending the sum of its B corresponding shares.
In doing so, this vector instance can be scaled down to shares of a unit vector
over IF, i.e. nonzero payload 1.

However, with probability 1/|F|, the random payload of a given “weight-1”
vector from the original correlation will be the 0 element of F, in which case
this process cannot be executed. For this reason, we boost slightly the original
weight-1 vector correlation to give us instances over F* instead of F, for some
amplification parameter £. The parties will parse the resulting Cps1(B,F‘)" as ¢
independent samples of Cy1 (B, F)™, and perform the above-described procedure
on the first such sample. Then, for each instance 7 € [n] resulting in a 0 sum (i.e.,
forming a secret sharing of the all-0 vector in F?), the parties will throw out
this ¢th instance from the present sample, and move to the corresponding ith
instance in the next sample 2 € [¢]. This process is repeated until each instance
i reaches a satisfying outcome, or all £ samples of the ith instance are exhausted
(in which case we produce slightly fewer than n instances).

Note a slightly simpler variant of the procedure described above would be to
instead begin with a correlation Cy1(B,F)™ of n/ > n instances over F (vs FY),
and to simply throw out the 0-sum instances, leaving behind n. This process will
also work, but will be slightly more expensive. It requires greater stretch from
the sparse PRG in order to generate these additional independent instances,
whereas the ¢ amplification approach simply requires a correlation-robust hash
with a larger output space. (Indeed, note that all £ samples in a given instance
location 4 € [n] share the same possibly-nonzero index within [B].)

We conclude with a final remark for why the correlation-robust hashing step
is necessary for this PCG protocol transformation. Namely, why must we convert
to Cur1 (B, FY)™ first, instead of remaining at the correlation step which differs by
Cuv(B,Z,) in the exponent space, and, say, performing the “are we 0” interactive
checking process to the LSB of the corresponding G elements (resulting in a
correlation Cyy(B,Zs2)™ over bits). Although correctness of the resulting output
correlation would hold, the issue is that its security will not. Unlike in the weight-
1 random case, where the other parties’ disagreeing value can be an arbitrary
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element in the field, here there is little entropy on what is held by the other party.
Consider an instance ¢ € [n], and for simplicity consider the 2-party setting. Then
for instance i, a party holds (multiplicative) shares (yi,...,y5) € GP, such that
in each entry j € [N], the other party holds either the same element y;, or the
element y; - g, offset by one multiplicative copy of the group generator. However,
when considering the additive structure of this group (as done when comparing
(in)equality of bits in group elements), then for some roughly balanced fraction
of j it will hold that y; - g agrees in the least-significant bit representation with
y;. Thus, by identifying a “good” instance (where the sum of our bits is 1, not 0),
this in fact rules out half of the positions j € [B] in which our differing value can
lie, leaking undesirable information about the resulting unit vector correlation.

The Constructions. We now proceed to the formal constructions. Our
constructions make use of the following form of correlation-robust hashing.
Correlation-robust hash functions were first defined in [59] in the context of
achieving concretely efficient OT extension. We modify the standard definition
slightly to accommodate multiplicative offsets. Correlation-robust hashing is a
clean and relatively standard symmeteric-key cryptographic primitive that can
be instantiated by a random oracle.

Definition 8 (Correlation-Robust Hash Function). Let G be a cyclic
group of order ¢ € \*) with generator g, and R a ring. An efficiently com-
putable function H : {0, 1}>‘ x G — R is correlation robust if for any m = poly(\),
the distribution

{(t1,.  tms HA G- 9")s o H(M b - g7) )ttt — Gy — Zy }
is computationally indistinguishable from uniform on G™ x R™.

As mentioned above, our construction in this section for Cyy(B,R)" is a
PCG protocol, a relaxation of PCGs that allows communication between parties
that is sublinear in the output correlation size. This is formalized via a standard
simulation-based security definition, where the corresponding ideal functional-
ity allows corrupted parties to choose their part of the correlation, and then
reverse-samples the outputs of honest parties as per the output correlation. This
functionality is a standard relaxation of the most natural ideal functionality can-
didate, which would simply output an honest sample from the correlation to all
parties, and unfortunately is impossible to securely realize in general (see discus-
sion in [19]). The weaker functionality is both realizable and suffices for typical
use-cases of incorporating PCGs and PCG protocols within a larger secure pro-
tocol. See [19] for a formal definition of the notion of a PCG protocol.

We are now ready to state our main result of this section: constructing PCG
for Cor1(B,R)"™, and PCG protocols for Cyy(B,R)"™, from sparse PRGs and
multiplicative HSS.
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PCG for Weight-1 Correlations using Multiplicative HSS
G cyclic group of order ¢. (SPRG.Gen,SPRG.Exp) is a (k,n,B,Zq) sparse PRG;
(MHSS.Gen, MHSS.Eval) is N-party multiplicative HSS over Zg; # : {0,1}* x G — R
is correlation-robust hash function.
— PCG.Gen’(1"): Sample seced & < SPRG.Gen(1*) where z € Z¥, and random 7 <
Zyq.
Sample shares (s1,...,sx) < MHSS.Share(1*, (z,rz)), where (z,rz) € Z2.
Output (s1,...,8n)-
— PCG.Expand’ (i, s;): Compute y; = MHSS.Eval(i, z;, f(-)), where f : ZEx ZF — 77
is the degree-d computation defined as follows. Given SPRG.Exp(z) =

Z Qi ..y, <H?:1$ij) , then f(x,r) = Z Qi ... i, (TiIH?:QIij) .

i1<-<ig<k 1< <ig<k

Parse yi = (Yi1,...,¥in5) € G"P. Output (’H,(l,yi,l),...,’H,(nB,yi,nB)) €
R"E,

Fig. 4. PCG for weight-1 vector correlations Cwi1(B, R)™ based on sparse PRG, multi-
plicative HSS, and correlation-robust hashing.

Theorem 11 (PCG from Multiplicative HSS). Let G be a cyclic group
of order q. Assume the existence of: (SPRG.Gen,SPRG.Exp) a degree-d sparse
PRG with parameters (k,n, B,Z,) (Definition 5); (MHSS.Gen, MHSS.Eval) an
N-party, t-secure multiplicative HSS scheme for degree-d polynomials over Zg,
with per-party share size s for inputs in Z’;, and pseudorandom outputs. Further,
assume ezistence of a correlation-robust hash function H : {0,1})‘ xG — R
(Definition 8).

~ The scheme PCG' = (PCG.Gen’, PCG.Expand’) from Fig. / is a secure PCG
for correlation Cyr1 (B, R)™ over R with seed size 2s.

— Assume R =F is a finite field, and £ € N be polynomial in A. The protocol I1,,
from Fig. 6 is a secure PCG protocol for correlation Cyy(B,F)™, with failure
probability |F| = (negligible for £ = w(log \) ), and expected O(nlog [F|) bits of
communication.

Here Cot1(B,R),Cuv(B,R) are as in Definition 4.

We present our collective resulting PCG constructions in Fig. 5. We include
only new asymptotic statements, omitting corollaries from lattice-based assump-
tions which can be attained through existing methods. We remark that while
the PCG feasibility results from Decisional Composite Residuosity (DCR) follow
from prior work, the asymptotic complexity of PCG expansion in our approach
is superior. We additionally note that our constructions from Decisional Diffie-
Hellman (DDH), and bilinear group BGN assumptions constitute new feasibility
results; indeed, while additive HSS for higher-degree computations (NC1) exists
from these assumptions, the inverse-polynomial correctness error of the corre-
sponding schemes prevents any direct construction.
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[Local PRG Assumption HCorrelation (HSS assump) H Instances [Seed size[Expand time]
PCG for Cyv(B,R)":
Binary d-local PRG [56], (IT): N > dt n=k%% | kB O(nB)
d>5 (OWF): N=d+1,t=1| n=k%% | klogB | O(nB)
(for d = 5,n = k""°) (DCR): N=2,R=2Zy | n=k¥) | kB O(nB)
PCG for Cyv(B,R)™:
Non-Abelian candidate [7], || (IT): N > dt n=k¥?"¢| kB |nB?/O(nB)
d>3 (OWF): N =d+1,t =1|n=k¥*<| klog B |nB*/O(nB)
for/ (DCR): N=2,R="Zn |n=kV*"<| kB |nB*/O(nB)

Sparse LWR (Conj 3),
d >3 (for B = w(log))) PCG for Car(B,Zq)™:
)

(BGN,CRF): N =2 n=k¥?"¢| kB |nB?/O(nB)
PCG fOI‘ Cuv(B,R)nZ
(IT): N > 2t n=k*W kB O(nB)
(OWF): N =3,t=1 n=Fk"W klogB | O(nB)
New 2-local candidate (DCR): N =2,R =Zy |n=k"*D| kB O(nB)
(Conj 4) (QR:N=2R=27 |n=£k"TD| kB O(nB)
PCG for Cut1(B,Zq)":
(DDH,CRF): N =2 n=Fk"*W LB O(nB)

Fig. 5. PCG corollaries given local PRGs and HSS. Here, k£ denotes PRG seed length, d
the PRG locality, N denotes the number of parties, ¢ denotes the corruption threshold.
PRG seed sizes are based on existing and new conjectures (Sects.4.2.2 and 4.2.3).
Factors of poly(\) are ignored in quoted asymptotics, omitting O notation. CRF denotes
correlation-robust functions. Wherever Cyv(B,R)"™ is obtained, we can also generate
the authenticated correlation Cauv(B,R,n) (and Cw1(B,R)", additionally assuming
CRF). Wherever Cut1 (B, R)™ is obtained, we also achieve an interactive PCG protocol
for Cuv(B, R)n

PCG Protocol IlI,, for Unit Vector Correlations

N parties Py, ..., Py have no inputs. Each P; outputs () € (FP)" as part of target
correlation Cyv (B,F)". Let £ € N, (PCG.Gen, PCG.Expand) is N-party PCG for cor-
relation Cyt1 (B, Fl)”.

1. The parties jointly execute a secure N-party computation protocol for sampling
(ki,...,kn) < PCG.Gen(1%).

2. Each party i € [N] locally expands R « PCG.Expand(i,k;), where we will
index F-elements in R € ((F*)P)" as RY,{ [ctr] for j € [n],k € [B],ctr € [£].

3. The parties initialize done =} C [n] and execute the following for ctr = 1 to £:
For each j € ([n] \ done):
(a) Each party P; sends the sum aj(.i) [ctr] = 37, R;Z,)C [ctr] € F.
(b) Each party P; computes the sum o;[ctr] = SN | ay)
(¢) If yj[ctr] # 0 € FF, then: (i) set done +— done U {j},

(ii) Vk € [B], set r\') = R\ [ctr] - (o [ctr]) ).
4. Each party P; outputs (ry,l)je[n],ke[g] e ({0,1}%)™.

[ctr] of all parties’ values.

Fig. 6. Interactive PCG protocol for UV correlations given weight-1 vector correlations.
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